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SD-WAN ot Fortinet ogHum cnanaom

® 0
v BkntouéH B coctar FortioS v' OtcnexuBaHue SLA (pxuTTep, 3agepxku, notepun n ap.)
v/ PabBotaet Ha Bcex FortiGate v nbkume npasuna ynpasneHust Tpadomkom
v He nuueHsupyeTtcs v" YYéT kayecTBa B pearibHOM BPEMEHU

C o] DYHKLMOHANLHOCTL |FelgilCE CHalatsl MHTENNEKTyarnnbHOM DanaHCMpPOBKM
o= o=1[ele] NNy [0 /F [0V G117 HA OCHOBAHMM X KPUTUYHOCTN U [ el=lalel=E R 177N S @le)S

plefoBeprienHon ceTVelalNEEEEI Vi 6e3onacHocT NGFW. o
yepeau,
npuopuTe3aums u
v' JTro6oit Tun WAN nogxnodeHuii WeinMpoBaHme
v' YckopeHue Ha unnax ASIC v [apaHTpoBaHme
v' MobunbHble cetn 3G/4G ® onochl
@f TyHHernn VPN, GRE...
v" TpoTokorbl U cepauChl v ®yHkummn 6e3onacHoct NGFW ot
v Bbasa nHTepHeT-pecypcos (ISDB) FortiGate
v' BugumocTs, ynpaeneHus Ha ypoBHe v" WHcnekuuna SSL (Bkntoyasa TLS 1.3)
® npunoxenun L7 n FQDN (Application awareness) @
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O6naka u npunoxeHua SaaS

salesforce @ mx |
IJ Office 365 3 SU |'[e @ > slack

Skype for Business
& \

[MpoUEHT NPUNOXEHUN CuunTatot, YTo SaaS yoobHee B AKTMBHO MCNOMb3YyHOT

37%

yXXe OOCTYMHbI B obnakax pa3BEépTbIBAHUN U UCMONb30BaHMM npunoxexHust SaaS
MO CPaBHEHUIO C NTOKaNbHbIMU
cepBuncamu
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BrnvaHue undpposoun TpaHchopmaumum Ha SD-WAN

>50% ‘ \ 621
OpraHu3auun nnaHupyoT CpefHee Konm4yecTBo

ncnosib3oBaTb TexHonorum SD- » 0bnaYHbIX NPUNOXKEHUN.
WAN B 6nmxariee spems’ Lot 3Ha4YnTENbHbLIN POCT

SD WAN /\\ NCMNOoSb30BaHUSA
Nss npunoxeHun SaaS n laaS?

LABS

70%!
- OueHka pocTta pbiHka SD-WAN 3aKka3unkoB OTMeEYatoT, YTo

e pelweHun Kk 2022 roay. 83% cywecteyrowmne WAN-cetu
pocTa 3a 2017 rog? ~ W MeaneHHble, Joporne u

HeadPEKTUBHBI ANHA
IDC 06M1aYHbIX MPUNOXKEHNIN*

amn UcTouHunkmu nndopmaumm: . .
F:.:FITIFIET 1. OTuéT “NSS Labs 2017 Survey. 2. OT4é€T “Fortinet Threat Landscape Report Q1 2017”. © Fortinet Inc. All R|ghts Reserved.
3. Ot4ét “IDC Worldwide SD-WAN Forecast”. 4. Otyét “Market Guide for SD-WAN edge infrastructure by Gartner — March 2017*.




NMpumep murpauum ns MPLS B SD-WAN
TpaguumnoHHbie WAN

MPLS
[oporune, Hernbkue,
KayecTBeHHbI QoS

- il Microsoft
orAaCLE El it FNY

CiTRIX vmware

Branch

Tpaduk nHcnekTupyeTtcs B
o6nake MPLS ot npoBangepa
Becb Tpaduk 3aBopaymBaeTcs B

BusHec-npunoxeHus
Becb Tpaduk
MapLIpyTU3NpyeTcs Yepes
MPLS-ceTy. SIEMES:
QoS npumeHseTca ans

OM3HEC-NPUNOXEHUNA.
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NMpumep murpauum ns MPLS B SD-WAN
[Mpumep 1. PesepsuposaHne MPLS
Kputnunbie npunoxeHus (Voice & Video) Jlyywimn

MapLLPYT BbIOMpaeTcs B 3aBMCUMOCTU OT 3a4ePKKK,
[KUTTEpa U NoTepu NnakeTos.

— ORACLE &R oot FNY

Z /‘ e
< E l

| - D % L CiTRIX vmware
.y “"“"-Iacn-loe o6nako

Kputnunbie npunoxenus (Voice & Video)
[MepeHanpaBnaATCA B HOBbIE TYHHENb B
cnyyae yxyalweHns Kkadectsa B OCHOBHOM
WAN.

dununan

........lllll
BusHec-npunoxeHus '
BanaHcupytotca Yepes

pasnnyHbIE NINHUM,
Takum obpasom
nornoca
ONTUMM3MPOBaHa.

IPSec VPN

LLinpokonosnocHbIN AOCTYN B CeTb
MUHTepHeT (SaaS m laaS npunoxeHus)
BanaHcupoBka, ecnu TpebyeTcs. _—

T SS— My6nuyHbie o6naka "
[ 1] Office 365

Mpu pocTyne B UHTEpHET, HEOOXOAUMBI ™y, »
Mepbl HhopMaLUNOHHON 6e3onacHocTH! ( Internet J
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Mpumep murpauum ns MPLS B SD-WAN
[Tpumep 2. 3ameHa MPLS

3ameHa JOopornx BblOENEHHbIX
MPLS nuHun Ha

LUMpoKononocHble VIHTepHeT-
KaHanbl

., - il Microsoft W
\ N nms — ORACI—G .- Azure 7

L CiITRIX' vmware
>

acTHoe obnako

dunuan
IPSec VPN
& |
( My6nu4yHoe o6naKo "
[ 1] Office 365
anI AOCTyrne B MHTepHeT, HeO6XO,D,VIMbI Mepbl 4
nHcopmaLuuoHHOU Ge3onacHocTu! M}
F:=RTINET
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MotuBaTopbl pa3Butua texHonorum SD-WAN
KoMy 1 Kak MOXeT ObITb NnosneseH

3aKa34ymKku CepBuc-npoBsangepbl

Enterprise SD WAN MSSP / MSP

o O MpenoctasnexHue
e
CSSE;NSZ:TE;O(%XOAOB 2 AONONMTHUTESIbHbIX
( ’ ) cepBMUCOB u ycnyr
YnydJweHue
@ NPON3BOAUTENIBHOCTU CETU g BbicTpbIK 3anyck cpununana
U NMPUNOXEeHUN
ImwA [lOBbilleH/e YPOBHS CokpaljeHmne oTToKa
) 3aWwnEeHHOCTHU KIIMEHTOB

YMeHbLUeHne Konm4ecTBa,

KOHTpOﬂb XapakTepucTuk -

W KayecTBa KaHasnos,
BUAMMOCTb Tpadmka

1/ 3aMeéHa ycTapeBLiero

L]\

obopynoBaHus
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be3sonacHocTb — ocHOoBHOe npensaTcTeue ana SD-WAN

H [lepBbii OTBET H BTopon ETpetuin CymMmma Tpéx onuun

ObecneyeHue 6e3onacHOCTU

MpowasoanTenkHocTs
Croumocts

0% 40% 80%
MpoueHT onpoLLeHHbIX

YnpaBneHue: BUGUMOCTb, MOHUTOPUHT U AUarHOCTUKa
ObecneyeHne BbICOKON JOCTYNHOCTH

Hannume n nogaepxxka obnayHbix nratgopm

OTtcyTcTBME rMbBKOCTU

Base: Total, excluding no specific concerns; n = 303
QO07: What the top three biggest concerns (if any) with your overall WAN today?
ID: 355369

UHdopmaumnoHHasa 6e30nacHOCTb Bbi3biBaeT HanbornbLUY 00eCnOKOeHHOCTL (72%) B

npoektax SD-WAN, Hapsaay ¢ npon3sBoautenbHOCTLIO (58%) n ctonmocTbiro (47%)

Gartner Survey Analysis: Address Security and Digital Concerns to Maintain Rapid SD-WAN Growth, Naresh Singh, 12 November 2018

F:=RTINET © Fortinet Inc. All Rights Reserved. 9



FortiGate NGFW ¢ uHterpnposaHHbim SD-WAN

Wy
LA
Internet \/‘7

~ @
MpunoxeHunn
SaaS salesforce

SD-WAN — 3170 BCTPOEHHas
dyHKUMOHaNbHaa BO3MOXHOCTb FortiGate,
KOTOpas He TpedyeT NMMueH3nun

F::RTINET © Fortinet Inc. All Rights Reserved.
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FortiGate — nngepcrTBo n nuHosauun NGFW

“Leader” - Magic Quadrant “Recommended” ot NSS

#1 — no KonnyecTay
oT Gartner (Network Security Q Labs (NGFW, DCIPS, ATP, Q YyCTPOMCTB 6e3onacHOCTu
Firewall) DCSG, NGIPS v gpyrue) (cornacHo IDC)

3awuweHHbiu SD-WAN

SD-WAN NGFW
1, <—> +
<= )
SD-WAN Routing and App Intrusion Antivirus URL Sandboxing SSL Inspection

Traffic Control Prevention Filtering

Shaping

SPU Bbicokag NnpPon3BOAUTEIIbHOCTb U MaCLIJTa6I/IpyeMOCTb

A
2N/ FORTINET

\/Q/Q/\ SECURITY TecHaqa nHTerpaums peLueHnn n paclumperHHas BUAMMOCTb
%
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CneunanusnpoBaHHbiv ana SD-WAN yun ASIC
FortiSOGH

CnpoekTnpoBaH 3X
ans SD-WAN u BonbLle

SD-Branch NPOM3BOAUTENLHOCTU

B cpaBHeHuu ¢ SoC3

MNoppepxka 20G FW

UHTepcencon
12G IPSEC
10G 1G SSL

o FG-100F
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KoHconnpgauusa cepsucoB B SD-Branch
EaovHas koHconb ynpasneHusa besonacHocTbio LAN 1 WAN

« SD-WAN: OkoHOMUT cpeacTBa,
obnervyaeT MHCTaNNAUNIO U yripaBreHne

o 3awmweHHbIn SD-WAN: ObecneumBaeTt
6e3onacHOCTb COEANHEHUN, KOHTPOIb U
NHCNEKUMIO Tpadhuka Ha ypoBHe AOCTyna

« SD-Branch: CesasbiBaeT cermeHTbl LAN u
WAN efuHbIM ynpasneHnem u

I
|
\FortiExtender
cepBucamm 6e3onacHoOCTU

v" besonacHocTb 3
v' MapuwpyTnsauus @

FortiCam /«/

SD-Branch

3alULLEHHbIN
SD-WAN

-

SD-Branch
F::RTINET SD-WAN




[Mpuoputesauua u knaccudukaums NPUNOXKeHNN

== FortiGate VM64-KVM SO01 interim build0903~ >~ [l @~ LA~ & admin~
@ Dashboard > wl [ 4 CreateNew | & Edit @ Delete Search Q
NX Security Fabric >
ID Name Source Destination Criteria Members
& FortiView >
% Network v
T 2 Vol 3 net 10.100/24 2 RTP Latency 2 HUB_DCO1 A
Sies 2 5IP 2 HUB_DCO1 B
3 CRM = net_10.1.0.0/24 4 MS.Dynamics.CRM & Downstream 2 HUB_DCO1.B
Packet Capture
BE MSSQL = HUB_DCO1_A
SD-WAN .
4 IT_Access = net_10.1.0.0/24 & Docker SLA - HUB_DCO1_A
SD-WAN Rules w = oerplT @ FTP = HUB_DCO1.B
Performance SLA (7 VMware.ESXi
- ¥4 Zabbix
Static Routes
) 5 to_0365 = net_10.1.0.0/24 ] Microsoft.Office.365 Bandwidth # INTERNET_B (port3)
Policy Routes i INTERNET_A (port2)
RIP 1 to.DCO1 2 LOCAL_LAN 2 REMOTE_LAN SLA @ HUB_DCO1_A
OSPF =) HUB_DCO01.B
BGP Implicit €@
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FortiManager & FortiAnalyzer B npoekrax SD-WAN

3apgaun Ans eguMHON KOHCONW ynpasreHus N BUANMOCTHU

% : Y £
% =¥ E] '“’!- | 3| N
Zero Touch LleHTpanu3soBaHHoe OT4yéTHOCTL CoogBeTCTB"e UHTerpauusa &
Deployment ynpaBereHue & AHanuTuka TpeboBaHhem ABTOMaTM3aLMA
perynsaTopos
FortiManager FortiAnalyzer FortiManager FortiAnalyzer

F:=RTINET © Fortinet Inc. All Rights Reserved.
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LleHTpanusoBaHHoe ynpaBneHue n MOHUTopuHr SD-WAN

+ TpeboBaHuA 6usHeca e s oranion JEE

+ AddWidget (@ Dashboard v B All Devices ~ Olast 1 Hour v 10:02:23 - 11:02:23

Top Sources Today & i Top Cloud Applications

hd O Llle H Ka M M 3 M e p e H M e CO CTOﬂ H M g CeT M M Total 3,031,221 traffic sessions (1,610,682 Allowed / 1,420,539 Blocked) discovered Ada Fiter|

Allowed  Blocked
595,716 91,316

COCTOAHUNA 3aLL||VILL'|eHHOCTVI B pe)l(l/ll\/le < " 173,577 147550

B 0 296,130
eanbHOro BPEMEHMU o g toums o
e +10.88.120.104 164,323 126,677
10.88120.103 139,898 110,272
172.30.72.168 0 130,596
[ 1e80::280:a3f:feb0:6726 0 87,543 20+--
nro4yeBblieé OCOOEHHOCTHU
172.30.142.5 60,115 10,245 10:00
o *1088.210.50 69,748 67 Application Category VRisk LoginIDs Sessions(MBlocked/MAIl.. File(Up/Dow... VideosPlayed Bytes(MSent/mRe
00.0.0 0 57642
1 . Storage.Bac ([N O 13 . 0.0 KB/0.0 KB
 Buanmoc toye apakTepuc e 0 s
nan Tb KITHO4EeBbIX X KTEPUCTUK U oz Py songess M0 2 cora0ie
o 172307239 40,048 0 Social.Medi ([{L] O 49 = 0.0 KB/0.0 KB
napamMeTpoB CETU —
s Resource Usage Average & Top Policy Hits
e OTyéeTbl N0 SLA B peanbHOM BpeEMEHN U aEE | .
Device . VCPUUsa.. MemoryUsage Disk.. LogsPerSecond(lSecurityl Concurrent.. Bandwidth(mSent/E New Sessi...
@ Bytes Received -@- Bytes Sent
MCTOpI/IquKOM pa3 pe3e FGR6ODA  9.47% 1  29.83%m 0% 1191 101.25 40kbps | 017
NGFW-D  15% |  1825%E 407 IEEEEENNNNNN 261025  5193kbps H 2800
[V FORTIDE 23% W 017 1 129.42 118kbps | 000
* MoHuTopuHr VPN-TyHHEnNnen zsem (oo m -

Demo-ISF 0.42% | 20% 878 W 573.92 1,829 kbps I 525

Demo-DC 0.17% | 15% 37.3| NN 344042 2962 kbps W 28.67

b B I/ID')KeTbI I/I OTL-I eTbI rl O I/I Crl On b3o Ba H I/I I-O Demo-iSF  0.15% | 17.31m— 148169  2800kbps B 1354

n
L}
n
Demo-ISF 0.08% | ] 053 1 65.33 50 kbps | 033 # Policy Policy Type Source Interfa.. Destination Inter.. DeviceName VDOM HitCount ¥ Bytes(MSent/ERe..
n
u
n

008 1 28450 163Kkbps | 0.00 Outboun policy DC-SERVERS  port1 Demo-DCFW root 167,190 1219 MB/598.8 MB

I'IpI/IJ'IO)KeHVIVI, ceTeBbIX aTak 1 Ap. Nwo ok 1

FortiGate 0% 09 1 12492 Tkbps | 000 VLAN-ISF policy ENGVIAN  want Demo-ISFW-Eroot 41,857  38.9 MB/551.0 MB

FGVML 0% | 32 m 11025 29 kbps FSA-DM policy FSA-DMZ2  port36 NGFW-DEMCroot 6351  19.9 MB/495.5 MB

* [lporpammupoBaHvie obpaboTymkoB e
CcoObITUN
 ———

* MoHutopuHr NOC n SOC
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ABILITY TO EXECUTE

Fortinet SD-WAN — npusHaH Gartner

Figure 1. Magic Quadrant for WAN Edge Infrastructure

O VMware

@) Versa Networks
Citrix
@] Cisco
Huawei .
Silver Peak. Palo Alto Networks (CloudGenix)

@ Juniper Networks
Nuage Networks

@ Peplink Barracuda® o @ HPE (Aruba)
FatPipe Networks o ng[epoint
@Teldat @ Riverbed
COMPLETENESS OF VISION As of September 2020 © Gartner, Inc

Source: Gartner (September 2020)

FERTINET

Fortinet npusHaH nnaepom B 2020 Gartner’s
Magic Quadrant for WAN Edge Infrastructure

BupoeHue pbiHKa 1 NriaHbl pa3BUTUA
COOTBETCTBYIOT B3rnsgy Gartner Ha noTpebHoCcTuH
krnneHtoB: SD-WAN, npoaBunHyTble ceTeBble
BO3MOXXHOCTU U 6€30NacHOCTb B O4HOM peLleHnn

Fortinet nHBecTupyet B paspaboTky
cneunann3npoBaHHbIX MOAYyNen annapaTHOU
obpaboTtku Tpadpumka SD-WAN

MoxkeT ObITb OCHOBHbIM pPEeLLEeHNEM KaK angd
Enterprise, Tak u onepatopos MSP/MSSP

Gartner Magic Quadrant for WAN Edge Infrastructure, Jonathan Forest, Mike Toussaint, Mark Fabbi, September 2020

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire

document. The Gartner document is available upon request from Fortinet

Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to
select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner's

research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with
respect to this research, including any warranties of merchantability or fitness for a particular purpose.

https://www.fortinet.com/solutions/gartner-wan-edge.htm|  © Fortinet inc. All Rights Reserved. 17
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Fortinet SD-WAN - PekomeHaoBaHo NSS Labs u B 2019

FORTINET FORTINET
FortiGate 61E v6.0.4 GA Build 0231 FortiGate 61E v6.0.4 GA Build 0231
SOFTWARE-DEFINED WIDE AREA NETWORK SOFTWARE-DEFINED WIDE AREA NETWORK

RECOMMENDED

V

RECOMMENDED

V

FortiGate SD-WAN Results

v

BTopown rog noapsig penTuHr
SD-WAN Recommended

JNlyuywee TCO cpeoun 8
nocTtaBLLnKoB (~8X nydule)

Zero Touch Deployment 3a 6 MUHYT

Beicokne 6annbl 3a QoE (Voice u

Video)

Maximum Achievable in Test

4.53

Silver Peak
(951 Mbps)

° ’T

ware Citrix Forcepoint |Oracle Networks Netwol
{7Mbps) (821 Mbps) (627 Mbps) (870 Mbps) (322 Mbps) (814 M

Barracuda Vers{

5.0

F:=RTINET

rorunet
(893 Mbps)

O,

Minimum Recommended

Vendor

Barracuda Networks

QoE for VolP

Below Use Case

QoE for Video

Below Use Case

TCO per Mbps

Overall Rating

Citrix Systems

Above Use Case

Above Use Case

Verified

Cradlepoint

Above Use Case

Below Use Case

FatPipe Networks

Above Use Case

Above Use Case

Verified

Forcepoint
Fortinet

Talari Networks

Above Use Case

Above Use Case

Above Use Case

Above Use Case

Above Use Case

Above Use Case

Verified

Versa Networks

Above Use Case

Above Use Case

$77

VMware

Above Use Case

Above Use Case

$60 $50

$40

TCO per Mbps

Mean Opinion Score (MOS)

JUNE 2019

npart lne Al ianTte acarvad ] 9
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3akntoyeHue: noyemy SD-WAN mn SD-Branch ot Fortinet?

LUundcdpoBasa TpaHchopmayus

ale
g

[MpoaBuHyTas
6e30onacHOCTb, LUNPOKas
nogaepxka obnayHbIx
CEepBUCOB U MPUNOXEHUN

BuanmocTtb 1 nHcnekuus
Tpaduka
(SSL Deep Inspection)

[MOKoe ynpaBneHue
AOCTYNOM Ha YpOBHe
nosib3oBaTeneun,
NPUITOXKEHNI

FERTINET

OnTumunsauus 3aTpart

FORTINET
ot 1E 161 CA BB SHE
OFTVAREDEFNEDVIOE REAETWORK

Jlydwve B nHgyctpum
oueHkn TCO

RECOMMENDED

ObecneyeHne BbICOKON
amm AOCTYMHOCTH,
mm KQYECTBEHHbIE MEXaHM3Mb

BGanaHcMpoBKu

Bbicokag
NPOM3BOANTENBHOCTb
N MacwTabupyemocTb

Pacwupenue no SD-Branch

EanHasa KkoHconb

@ yrpaBneHus,
Buanmoctn n ZTP

BxoauT B cocTaB
Fortinet Security Fabric:
pacwmpeHne cepBnCOB
B ounnane

ABTOMaTM3aUmnS
(MOMeLLEeHne B KapaHTWH,
MEXaHM3Mbl 3aLMTbl HA
YypOBHe rnopTa/ycTponcTaea)
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SD-WAN SD-Branch
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CrnacmubHo Bsa BHUMAaHMe!
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