OueHka 3almnLLeHHOCTU:

YKpenrneHune crnadbblX 3BEHLEB CUCTEM 3aLLUMTbl AAHHbIX N NpeaoTBpaLleEHNE
kKnoepanokanuncuca. lNpaktnka Group-IB

AHApen Bpbi3ruH

HanpaBAneHUue ayAuTa U KOHCaAATHUHTA,
Group-IB

EMAIL
BRYZGIN@GROUP-IB.COM




CyberCrimeCon — Knto4eBoe cobbiTue
B obnacTtu npegoTBpaLleHns
o N paccrnengoBaHnUs KNbepnpecTyneHnn

N 2 ODHA — nonHoe norpyxxeHne B MUp
| KNoepyrpos 1 TeEXHONOrmMn Ansa 3aLmTol
HoBasa coBpeMeHHada nnowagka —

«UleHTpanbHoOe [lenoBoe
[lpocTpaHCTBOY»

2018.group-ib.ru BbibrpanTe cBon popmat

y4yacTus

CYBER
CRIME
CoN/iS
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GROUP(IB KnbepnpectynHOCTb aKTUBHO pPacTeT

GLOBAL CYBER SECLURITY COMPAMY

S 445mnppa, B 2 pa3a

ro40BON YPOH MMPOBOM IKOHOMUKE OT KMOEpNpPecTynHOCTM BbIPOCN0O KOJIMYECTBO aTakK C UCMOb30BaHMEM BPEAOHOCHbLIX MPOrpamm
(Allianz) (Dell)

38% 5,5Mapa pyb

9KOHOMMUYECKMX NPECTYNNEHMN B PUHAHCOBOM chepe

6b110 noxuweHo B 2016 roay (G/B
npuxoaAatca Ha knbepnpectynnenua (PWC) - ay (GIB)

3 mecTo 46 pHeW

3aHMMAIOT KMBepyrpo3sbl cpeam KAtoYeBbIX KOPNOPaTUBHbLIX PUCKOB B CpeHEeM 3aHMMaAaEeT yCTpaHeHMe Knbepyrposbl, cpeaHAas CTOMMOCTb
(1 MmecTo — NnpocTon NPOU3BOACTBA; 2 MECTO — Pa3BUTME PbIHKOB) COCTaBAsAET TakMx aTak cocTtasnaeTt $21,155 8 aeHb
(Allianz Risk Barometer) (Ponemon Institute)
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KnbepnpecrtynHoctb. CuctemaTtunsaums

' _ ATAKYIOLLME,
T  CMOHCUPYEMbIE
: rOCYOAPCTBAMMU

.* ®WHAHCOBO
MOTUBUPOBAHHBIE
ATAKYIOLLME
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PuckoBble 1 MOLLEHHUYECKNE
onepauunn oT MeHn baHka

Toprn Ha Bupxxax ¢ Lernbto
BNUAHMA Ha KYypCbl BantoT

PaspyLieHne 6aHKOBCKOM
N TeneKoM-UHPacTpPyKTypbl

YHUYTOXEHUe CcreaoB OpYyrov
aTaku

MoHeTu3aumsa HeygavyHoro
orpabneHus

BbimoratenbctBo
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OTYHET GROUP-IB:
ATAK

1 HA BPOKEPCKME 1 PACHETHBIE

l CCTEMBI

"

VAVA

VA Y3HauTte 6onblue
group-ib.ru/reports




GROUP|B KnbepnpectynHoctb. Cuctematmsaumns

GLOBAL CYBER SECLURITY COMPAMY

2013 rog. KomnaHmnsa Mandiant nyonukyeT oT4eT no
KnbeppaspegoBarteribHbIM ornepaunsmMm B OTHOLLIEHNN KUTANCKON
xakepckou rpynnbl APT1. KpaTkne BbIBOAbI:

* [Npodunb rpynnbl — He pa3oBbie aTakn, a A40NroBpeMeEHHOe (0T roga),
NPUCYTCTBUE B aTaKyeMbIX cuctemay,

o Llenu rpynnbl — TexHomormyeckue komnavum B cdepax IT, duHaHCcoB, mMeaua, MYNNTSTVNNG ;
OHEpPreTukKn nU, KOHEYHO, BOEHHbIX pa3paboToK No BcemMy MUPY;

* ['pynna Hac4YUTbIBAET HECKONMbKO TbICAY YYACTHMKOB, KOMMAKTHO PacrnofOXeHHbIX
B OTAEeNbHOM 12-3Ta)XHOM 34aHuKM B LeHTpe LaHxas; APT1

« 30aHne nogkKrnovYeHo K MOLLHENLLIUM ONTOBOSTOKOHHLIM Marnctpansim.

B komnaHun, odpuumanbHO pacnofioXeHHble B 3daHnn APT1 maeTt nocTOSAHHbLIN =
Habop coTpyaHUKOB no npodunsam IT, 6e3onacHOCTb U FIMHIBUCTUKA.

OCcHOBHOM BbIBOA:

Peub naget o kubepsouckax KHP, nonyyarowmx 3agaHmsa ot npaBuTesribCTBa "
noctaBnAlOLWMUX UHDOPMaALUIO ANA TEXHONMONMYEeCKOro pbiBKa B paMKax
NATUIIETHUX NJIAHOB pPa3BUTUA rocyaapcTBa.
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OcHoBHoe cpeAcTso: PULLVHT becTeNecHOCTb U CKPUMTHI

Br 09.08.2016 13:33

European Central Bank <info@ecbh.europa.eu> " CIOMKHOE 06Hapy>KeHme
Challenges for European banks
o CTaHAQPTHbIMU CpeacTBamm
ﬁ Mel Yud Wiy 4onNonHWTENEBHEBIE DEZPEIER] CTROK B CDDE-LLI,EHHH. a HTM B M pyCH O ﬁ 3a LLIIMTbI
CooBlWeHWe The rules for European banks.doc (592 K6anT] || ATTODOOT bt (93 BAWT)

" 3aTpyAHUTENbHbIN NPOLLECC
pearmpoBaHuA Ha MHUNAOEHT

Very low interest rates, if sustained over a long period of time, can have cumulative effects on financial intermediation and

stability.

However, the euro area experience so far has been clearly positive, Executive Board Member Benoit C?ure tells the Yale

Financial Crisis Forum. -

Jlerko obecneynTb
NEePCUCTEHTHOCTb

<http://files.fortrader .orgf/upl oads/2016/01/ech-730x237.png>

" BO3MO»HOCTb NOBTOPHOM
aTaKu

General public enguiries

For information about the ECB's activities, please contact us by e-mail or phone from Monday to Friday between 8:30 and 17:30
CET.
info@ech.europa.eu&n bsp;

+49 69 1344 1300 = Jlerko moanpununpoBaTb




GROUP|B| KnbepnpectynHocTb. CucTemaTmsauma He paboraer

GLOBAL CYBER SECURITY COMPAMY

Beimoratenu | [TporocyaapcTBeHHbIE TRYMMMPOBKM

CLUA o6BuHunu KHP B aTtake Bupyca- e g Y g g —
BbiMoratena WannaCry

I you see this text then your files are no longer accessible, because they

~ have been encrypted Perhaps vou are busy looking for a way to recover your
O 19 nexabpn 2017 f ¥y W « < MopenuTbCs files. but don't waste vour time. Nobody can recover vour f[iles without our
decryption service

He guarantee that vou can recover all your files safely and easily. All vou
need to do i1s submit the payment and purchase the decryption key.

Please follow the instructions:
1. Send $388 worth of Bitcoin to following address

IMzZ7153HMuxXTuRZR1t78mL5dzaRt NDbBUX

send your Bitcoin wallet 1D and personal installation key to e-mail
WwomsHithlZ3i456@posteo. net. Your personal installation key

791296-2Nx1Gm-9HUORUr -S8gaNG-8Bs1td-UZ2DKu i - ZZpRKJE-kKELBsSN-08t izU-gUellMa

If you already purchased your key, please enter it below.

REUTERS

NotPetya
21 viona 2017
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[Mpumepbl
paccriegoBaHUM:
[pynna Carberp

l® E®

— Camas O6oabluasg B Poccruu — PaccaeaoBaHue NpoBegeHo — IlepBBbIH B pOCCHMCKOH
OPraHu30BAHHAMI IIPECTYIIHAA B TECHOM COTPYIHHUYECTBE MMpaBoOXpPaHUTEIbLHOH
I'PYIIIIa OHJIAHH-MOIIIEHHHUKOB ¢ ¢Cb u MB/] Poccun NpakKkTHUEKe cayuall 3aJepraHns
(Ha 2012 1.) IIPU COEHCTBHH BceX (PUTYPAHTOB I'PYIIIEI

Cbepbanka Poccun OHJIAMH-MOIIIEHHHKOB
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KnbepnpectynHocTtb. [Tpumepbl

TEXHOJIOTMN U MEOAUA, 01 ABI 2017, 07:01 <® 88 947

Xakepbl pOCCUNCKON
rpynnupoBku Cobalt
atakoBanu 250 koMmnaHuu
Nno BCemMmy Mumpy

Xakepsl u3 rpynnuposku Cobalt, meTom 2016 roga
3acTaBUBIINe OaHKoMaThI Ha TariBaHe u B TauinaHme
BbIOpacChIBATh J€HbI'H, B IepBOU nojioBUHe 2017 roga
aTakoBaIu 6ojiee 250 opraHu3aluu 1o BceMy MUpY,
pacceuiadg nucbMa oT uMeHu Visa u MasterCard

|\ | EditorGIB 16 mapra 2017 8 10:58

Mo cnepny Cobalt: TakTUKa nornyeckomn aTaku Ha
6aHKOMaTbl B paccnegosaHum Group-IB

Pesepc-uHXUHUPUHT, NMnaTexHble cuctemsl, MHPopmaumoHHas 6esonacHocTb, bnor koMmnaHum «Group-IB»

B ntone 2016 roga pabota First Bank, ogHoro us kpynHenwunx 6aHkoB TarBaHs, 6bina napanni3oBaHa. baHk
CTONIKHYJICA C MacluTabHOW aTakou: Nogm B Mackax 04HOBPEMEHHO OMNYyCTOLWWAN TPU AecsTka 6aHKoMaToB
Ha $2 MnH. Monunuma Tepanach B goragkax: Ha koprnycax 6aHKkoMaToB He 6bl10 HYU CNeaoB B3/IOMa, HU
HaKagHbIX YCTPONCTB — CKMMMEPOB. 3/10YMbILLNTIEHHUKU JaXKe He UCMOob30Bany 6aHKOBCKME KapThbl.
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3agepxaHue Paunch

AsTtop Blackhole n Cool Exploit

kits, cepBuca crypt.am o
Exploit Kits - January 2013

40% s3apaxeHuin bbino coenaHo ¢

MCMONb30BaHUEM €ro 3KCMNONTOB
12%

[Tnatun 3a akcnnonTtsl $100 000 - 23%

$200 000

15% 23%
17%

B BHEK B Opyrue (Critx,

B Sweet Orange MNeosploit, Zuponic,

BN Impact MNuclear, Styx)

B Cool
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ATaka Ha OupXxy

A 1_filtered.pcap [Wireshark 1.12.1 (v1.12.1-0-g01b65bf from master-1.12)] - O
= I T Komnpomeraumns PTC - CoobBuierne (HTML) 7?7 Fle Edt View Go Copture Anabze Sfatsics Teephony Tooks [ntemals Help
FOOBIIERE o0dn L BIXZ QAesF L B QD §MB X H
M 20.01.2014 16:38 Fitter:  ipaddr==134247.13472 v| Expression..  Clear Apply »
Dmitry Volkov <volkov@group-ib.ru> No.  Time Source Destination Protocol Length Info

Komnpometauma PTC
Komy ‘Maxim Tkachenko’
60 11.008800 194.247.134.72 217.23.3.201
Konuna ‘llya Sachkov

Makc,

BOT TpM aiNMWHKMKEA PTC, KOTOPBIE Mbl BMAENKW B BOT-CETH. 3HAUMT TaM XOCTbl CKOMMPOMETHMPOBAH
194.247.134.72 (rtsnet.ru)

51.208.232.203 (Moscow Interbank Currency Exchange) 0000 00 24 8C c3 47 a0 00 24 8¢ d3 €0 6b 08 00 45 00 .5..G..5 ...K..E.
51.208.232.124 (Moscow Interbank Currency Exchange) 0010 00 34 44 03 40 00 71 06 9f a0 c2 f7 86 48 d9 17 .4D.®. Q. .....H..
0020 03 c9 Se 38 01 bb f5 c4 Of 2a 00 00 OO0 OO0 80 02 ..A8.... . e
0030 2000 c4 o3 00 00 D2 04 0564 01 03 03 02 01 01 A s [ v
Best regards, AMARA N4 A0

. Dmitry Volkov 0 ﬁ| File: "\\fs\Investigation Department\Paccnego | Packets: 16559 . Displayed: 762 (4,6%) .. |Pmﬁ|e: Default

G q D |_| |:' I 3‘ Cyber crimes investigation division leader

Briot Head of CERT-GIB

r Security Company Group-1B
You +7 (495) 984-33-64 ext. 111
volkovi@gqroup-ib.ru
wWww.group-ib.ru -

Global

ﬂ Mogpo&Hee o Dmitry Volkov. N
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9  3apamenwe Kapra (sospact: Oh 50m 21s)

&}

0

ATakun Bupyca-BbiMmoraress Petya

BMpyC-BbIMOFaTeﬂb artaKkoBarn Heq)TﬂHble, TeneKOMMYHUKaUMOHHbIE U (bVIHaHCOBbIe KOMIMaHW1

no BCEMy MUpY.

B CeBacTonosie pacckasanu, KaK yaanochb
OoTpa3uTh HOBYIO aTaKy Bupyca Petya

CroxeT: A1

MuHo6pa3soBaHuA YKpanHbl o6paTuiocsk B
Kubepnonmuuio ns-3a B3JioMma cavta

CroxeT:

CMWM n 6opbba c yrpo3zamwu

24.10.2017

Your computer has been
encrypted

The hard disks of your computer have been‘encrypted with an military grade encryption
algorithm. It's impossible to recover your.data'without anspécial key.This page will.help
you with the purchase of this-key and the eomplete decrypfion of your cemputer.

® The pricewill:be'doubled-in:

6days 1 3‘nour<. 43m|nutes 1 Oseconds

BadRabbit npbirHyn

HoBas MacluTabHas knbepaTaka ¢ UCMonb30BaHWEM BMPYCa-LUNGPOBasbLLMKa

BadRabbit
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Group-I1B: MNP baHk bbbl aTakoBaH
MBL P® Hayano npoBepKy nocne xakepckow rpynnor MoneyTaker

XxaKepckou ataku Ha "MMNP-6aHK" B
y

MockBe

JKOHOMUMKA n Bu3HecC

PaHee coob6wanochb, 4TO B HOUYb Ha 4 uonNA XakKepbl BbiBeJIN C KOppeCcnoHOeHTCKOro c4yeTta 6aHka Group-lB, MEXXAyHapoaHasi KoMnaHua, crneumani3npyoLLaaca Ha npenoTepaLleHnn Kmnbeparak
6onee 58 mnH py6newn 7 "
Py n paspa6c3TKe i‘lpOﬂ,yKTOB ons IAHCDOpl\/jaLLVIOHHOVI 6e30MacHOCTW, YCTaHOBWSA, YTO 3a aTaKovm Tweets by @crouis o
Ha poccunckuia [NIIP BaHk 1 NOMbITKOW XULLIEHUSA HECKOSTbKMX AECATKOB MUITIMOHOB PYOen CTouT
Mogenutbea npecTtynHasa rpynna Money Taker. VIHUMgeHT npownaoLuen 3 nons ¢ ncnone3osaHnem APM KBP ‘} Group-1B @ Y
=¥ @GrouplB
(aBTOMaTU3MPOBaHHOE pabodee MecTo KnneHTa baHka Poccun). o 3aseneHnto 6aHka, OeHbr S
G' s o Group-IB ycTaHoBMna, 4TO 3a aTakoil Ha pOCCUACKUIA
BblBEEHbI BEEPHOW PACCHINIKOU Ha MNaCTUKOBbIE KapTbl (ousmnHecknx Ny, B 17 6aHkax 13 ton-50, MWP BaHK CTouUT npecTynHas rpynna MoneyTaker.
6onblUas YacTb AEHEXHbIX CPeACTB OBHaIMYEHa yXe B HO4b XULLIEHWS. [locne aToro group-ib.ru/media/new-atta...
3/10YMbILLNIEHHNKI MOMbITAICh «3aKPENUTLCS» B CETU H6aHKa AJ151 NOArOTOBKM MOCNEAYOLMX aTak, Group-1B: MMP BaHx 6bin aTax...
MOCKBA, 18 uniona. /TACC/. Nonuuenckne Ha4yann npoBepky o6CTOATENLCTB OOHaKo BoBpemMs Bbli 0BHapy>keHbl cneunanmctamn Group-IB. Group-IB, MexayHapoaHaa KoMn...
- group-ib.ru
XaKepcKomn atakuy B ctonnyHom otaeneHum "MNP-6anka". Kak coobwmnu TACC B npecc-
ueHTpe MB/L, cooTBeTCTBYIOLWEE 3aABNeHMe noctynunio B nonuuyuio 10 nona. A E 20m
"Moctynuno obpaweHne agmuHucTpaummn OO0 "TTNP-6aHK" 0 HECAHKLMOHUPOBAHHbIX (44 \1 gfup"i°
= @GrouplE
ornepaunAax ¢ KoppecroHoeHTCKMM cHeTOM KpedMUMTHOU OpraHn3aunn, OCyLLeCTBJ1EHHbIX B pamKkax npovsoLLEaLLIEro MHLAEHTA Crieu anvcTbl KoMnaHn Group-IB OTKpbITa perucTpauma Ha BebuHap "TecTuposaHue
" . ceTeBbIX NeCOYHULL: Kak AenaTb 3T0 npasuibHO?",
HeyCTaHOBNEHHbIMU NMuamn”, - ckasan cobeceHuK areHTCcTBa. B MakCUMasIbHO KOPOTKME CPOKM MOMOITIM YCTAHOBUTL MpedronaraeMbli UICTOHHUK KOTOPbIV NpoBeaeT HUKMTa KUCTNLMH, AMPeKTop
aTaku, BbICTPOUTL LIEMOYKY COBLITUN, a TakXKe NoKaM3oBaTh npobnemMy. Ha gaHHbIn “e’?atpTaM‘:“Ta;eTe“"‘ /59392"""/2%2;V'SG'°“P"B-
regisier.gotoweninar.com/regisier/233589... ...
o ero cnosam, NpoBeAeH1E NPOBEPKY NOPYHEHO YNPABIEHNIO BHYTPEHHUX Aen Mo MOMEHT BaHK paboTaeT B LUTATHOM PEXUME, BCE pekoMeHaaumm komnaHmm Group-1B
LleHTpanbHOMY agMuHUCTpaTuBHomy okpyry 'YMBL no MockBse. NPUMEHSKOTCS 1 BYayT NMPUMEHATLCS B paboTe 6aHKa, YToObl He A0MYCTUTL NOA0GHbIX SEEIAR R [eFoure
5 » . 5 A NHLUMOEHTOB B ByayLLEM. TECTUPOBAHME
aHee raseta AKOMMepCaHT COO nna, 4To B HOYb HA 4 MKOJ1A XaKepbl BbIBEJ1X C
P a P CETEBBIX MECOYHML:
KopcyeTa baHka 6onee 58 mnH pybnen. lNpencenartens npasneHnAa 6anka Onbra Onbra Konocosa KaK [ienaTh 370 NPABUNLHO?

[pe atenb [pasneHns OO0 MNP b
KonocoBa coobLumna n3fgaHuio, YTo YacTb YKPaAEHHbIX AEHer YAanoCh OCTaHOBUTS, PRAGARI PRsIQhiA s

04HaKo OHa OTMETUNA, YTO OEHEXHbIE CPeACTBA BbIBEAEHbI BEEPHOW PACCHISIKOW Ha
N1acTUKOBbIE KapTbl hnsnnu B 22 6aHkax. o nHopmaumm rnassl CéepbaHka ['epmaHa

['pecha, ataky Ha WP BaHk coBepwuna rpynnupoeka Carbanak, ncnonbaytowan anAa Vlccnenosas 3apakeHHble pabo4mne CTaHLMM 1 cepBepa (hUHAHCOBOM OpraHM3aLmin, KPUMUHAUCTbI

NPOHUKHOBEHMA B 3alUULLEHHbIA NEpUMETP KOMNaHUM OAHOVMEHHbLIN BUPYC. Group-IB cobpann HeonpoBepXMMbIE LIMPOBbLIE A0Ka3aTeIbCTBA MPUHACTHOCTY K KPaXKe XakepoB
13 MoneyTaker. B 4acTHOCTW, aKkcnepTamm Obini OBHaAPYXEHbI MHCTPYMEHTbI, KOTOPbIE PaHee y>Ke
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Ha 86% 3apaXeHHbIX KOMMbIOTEPOB B OOTHETAX YCTAHOBMNEH aHTUBUPYC

Main Bots Data Commands Sernice |
= el il B sl sl S
Filter: | Prefix... _"] Country... j Apply Filter Total bots for botnet "40": 31989 Bots with filts
' Avast 57 49 [85.96%] 41 [83.67%) 8 [14.04%] 8 [100.00%]
All bots 1D M Prefix  Country Uptime A CMD Sﬁ;’gi DBO Token Core Bkav 1 1 [100.00%] 0 [0.00%] 0 [0.00%)] 0 [0.00%)]
Online botg  Z2p570184di7 rain - BU 1485407 1C, Unk, - ESET 20 20 [100.00%) 20 [100.00%) 0 [0.00%) 0 (0.00%)
SherBank_BO Stats
Bots with DB®  9bf386b51a53 main mm RU 10:33:06 WinPost, Unk Kaspersky 8 [100.00%] 4 [50.00%] 0 [0.00%) 0 [0.00%)
ot I m Bbd4bbcBd9a94 main mm R 2:23:50 A iBank2, iBank2 FC e 1 [100.00%) 1 [100.00%) 0 [0.00%] 0 [0.00%]
Ols WILN LOKENg | d36a200ce6al main mm RU 95521 A, BSS, Unk AVStats
4947d9209ce3 i =10 6-34- A i Kk? P LIk AVG 3 [60.00%) 2 [66.67%) 2 [40.00%] 2 [100.00%:)
Bots with comments 20929ce3dl main - 23 22 |Ei;-.=m 2 PC,Un
= 7Bflea79lbBa rmain mm RU  53:41:35 A ?ESL:”.IEH“E'E&”H—EG' = (SR 2 4 [80.00%] 4 [100.00%] 1 [20.00%] 1 [100,00%]
Find hot . ProgramsStats
m fl02c70baaTf main mm R 100:28:55 A, BSS, Lnk CMC Antivirus 1 (100.00%)] 0 [0.00%] 0 [0.00%] 0 [0.00%)]
m dl3508ab&0l1f main mm R 5:20:52 A B55, 1C, Unk i
McAfee 9 [100.00%) 6 [66.67%) 0 [0.00%) 0 [0.00%]
® bfeefla54eq? main mm R 3:05:00 BSS_PC, Unk, i
' SberBank_BO AntiVir Desktop 1[33.33%) 1 [100.00%) 2 [66.67%) 2 [100.00%)
m 76bb0431cGE4d hit3 = FL 51:25:18 A Faktura, 1C, Link
tosds Microsoft 13 [92.86%) 12 [92.31%) 1[7.14%) 1 [100,00%)
=  43e2e5c5b0de bit3 = RU 44022 A PR
- 360 Total Security 3 3 [100.00%) 2 [66.67%) 0 [0.00%] 0 [0.00%]
m 274015894393 hit3 mm R 5:29:44 A BSS, 1C, Unk ]
m 06ed4007edba 015 B BY 13602 A 1C, BSS PC Backconnects Baidu Antivirus 5 [100.00%)] 5 (100.00%) 0 [0.00%] 0 [0.00%]
= 9ae400cZe22b bit3 mm RU - 8:24:40 - WinPost, Unk - Windows Defender 9 [100.00%] 2 (22.22%] 0 (0.00%] 0 [0.00%]
m allb73148088 main mm RU  22:57.24 A iBank2 PC
m 95126e921960 main mm FL 3:21:52 A IEE.I'IH.E_F'C, -1-':-.. nk Updates AnTrampyc Kacnepoxoro Suaexc-sepoim 1 [100.00°/o] 0 [0.00‘\] 0 [0.00"'3} 0 [0.00"/’.}
_ BSS5, BS5_PC, 1C, ZoneAlarm Antivirus 1 [100.00%) 1 [100.00%) 0 [0.00%] 0 (0.00%]
m d%=2Zfc48338d bit3 mm FL 142:53:10 Faiffeisen, Link,
SberBank_Fiz Campaigns Avira 2 [66.67%) 1 (50.00%) 1[33.33%]) 0 [0.00%])
m dzavec02lfea main mm L 5:45:54 A B=5, 1C, Unk f
. ' (100.00%) [0.00%) 0.00%)] 0.00%]
m  435a42be64d? main  mm RU  6:42:48 A Inter Pro, 1C, Unk Jubit e S gR— DR o, o e
m 31a52bl5dfcf main mm FU 35250 A BSS, 1C, Unk ] I.lpl er G Data AntiVirus 2 [100.00%] 2 [100.00%] 0 [0.00%)] 0 [0.00%]
. BSS, SBIS, 1C, Unk,
m  495104d84bcO bit3 mm RU 8:41:47 A SberBank_BO S Quick Heal Total Security 1 [100.00%] 1 [100.00%) 0 [0.00° 0 [0.00%]
= lazid2i2cBa3 main mm RU | 7050736 A BSS, 1C, Unk 10bit Malware Fighter 1 (100.00%] 0 [0.00%) 0 [0.00%} 0 [0.00%)
m be/2ael7bdsh main = FL 6:11:28 A Unk ]
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RAKOYM NoA KOBPUKOM

GLOBAL CYBER SECLURITY COMPAMY

 BpemeHa roga: BecHa-2018, JleTto-2018, OceHb-2017, 3numa-2017;
o gazWsSX123; Qwertyl23 n ganee B TOM Xe Oyxe;
* YHMBepcarnbHble N OedONTHbIE NAPOrn.

1 77T  openvpn * pem " putty.org.ru
j1.1:-:|: Dgnﬂ-kii.trt Did_rsa Dms-lics.t-:t Dpass.t-:t
j passworf-pfbd D rsm-r1-confg.tbd D sec.tbd DTS.tn:t D users.bt
=tvarsh-dgw1-07.11.14.txt @2 VPN.docx

Comep:xkumoe panioB users.txt ¥ pass.txt U3 CKpMHIIIOTA BhIIIE:

sharepoint
(mapone)

search
(mapone)

crm | 1an

root
(mapone}

MySOL
vtiger
(mapone)

https://crm. | . 1an
admin
(mapone)

CA
web ca
(mapone)

Jluctunr 2. Coaepxumoe daiina users.txt

Andrey - NOMETHTb Kak HeNnpo4yuTaHHoe

Cp 07.10.2015 11:34

Komy: Dmitry-
Konus: Viadimir [

® 3710 coobLIeHME OTNPaBNEHO C BbICOKOW BaXKHOCTbIO.

MpueeT!

Auma, ¢ nH>XXeHepom -,EI.DFDBDPMHMCb, 4yTo OH ByneT B ochuce 3aBTpa (4eTBepr) ¢ 10-
00.
HyxHO caoenaTtb nepeson X CTeHaa Ha Hall «6ou».

A um ckuppisan cnepytowme HacTporikv NG /2 Client. Host.exe.config:
«1) Host: https://api

2) Login: 0004

3) FEEREIE: 00040004

Ecnv |y caHosnen Ha Windows7, TO HY>KHO OTKPbITb TONbKo 443 nopT. [nA
Windows Huxe 4em win7, Hago oTKpbITb nopT 9010.»
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OTKpbITble ABepU

Yealink | ..

KYOCERA

Command Center REXE Edss

Mocneanee obuoanemie
Lne Actve @
Bask tabel r AHeount-regsternote BXOA ¢ Npasamit
= AAMMHHUCTPAT!
Codec Deplay Name [c 0 TRTopd Yerpocreo Cocrosmme
Advanced Regater Name - o Kdmaldd
s . [ % Mpusirep & Noaroroexa. ..
User Name = Naons
Password sessseee
Outbou - = Z,_ig Cranep & Pexoms oxmaarns
Enable_ nd_Proxy_Server Dsabled v| [ Brog 8 cucrenty
Outbound_Proxy_Server Port 15060
E & Coobujerme 0 cocToAmm © Poww oxugamms
Transport uop = Vudopseawen ob
. TpoRicTRe
NAT_Traversal Dsabied = e
STUN_Server Port 13-4?8 'S , ’g C&::;::m
Sexver 1 Cocron
Sip = £ s ann oRNMe
Server Host _m Port |S060 (ci et AOKYMENTOR Fi i
Server Bxpres yse»:-o & i iAnpec KHWr3
Sarver RatryCounts 3 -
Sip Server 2 [
Seever Host Port |S060 - Hcroumm Pauep Tian Emxocts Cocroamme
—
e Bukes {3500 € Kaccera 1 A4 U Obwawwit 250 e=| Bywn o
Secver RetryCounts 3 W

Confem

Gncel

Muoroyenesod A
NoToK

D OB

50 '/ Herbym

Unemnan Cocromme

Hepriait

F0+30756767633A2F2F3139322E3136382E3235302E ¢ P@rouc B O 4 @
3 ) “hitpl |
4] ) Home - web Applications
Bxop
“9 | web applications - Monvsosarens [
Napons ’
-'I."'J Browse Networks = MOMHHTE MO YYETHYIO 0
zanick B 5Tom Gpayzepe
ﬁﬂ Terminal Servers =2 3awMuleHHaAnA CeCCHA Aoctyn k =Tof cecoun Gyaer Tonsxo anA aadvore IP-agpeca (He
. ,J PEKOMEHOYETCA ANA NAOKHX CPEOCTE CEAZM rOe BOSHOXHE YACThIE
obHoBNEHKA ip-aapeca).
BoifTi
€ @ o c
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I= Groups xmi E]I
2 T:wﬂme=“a:trn“ fullName="extra" description="extra" cpassword="213fvBBjZfG50DIs0OnbZIIkBwMEVEsSPByrDEKRUTORE" changeLogon
4
4
5 CrypTool 1.4.31 Beta bb [VS2008] - Riyndael (AES) Analysis of <Basebd decoding of <Unnamed1>>, key: <dESS00EEFCEBOOCCOFAF493106J0FFEEBFL... — O X

File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures Analysis Options Window Help
Dl (@] ¥ 0@ & 2\
€2 Unnamed1 B
2i3HBBjZiG50D9s0nbZI3kBwMEVE sP8yrDfkRu7ohE=

rS

] ; <
ET Basebd decoding of <Unnamed>

b-Hj RS cecNeP 7 TALy SISIRIAO - (M8 o K" F (SS18» i (NI8E)

Rijndael (AES) Analysis of <Basefd decoding of <Unnamed1> >, key: <4E9906E8FCBA6CCIFAFA9310620FFEEBFA9BER06CCO579...| — | (&)

pajufajalafafele 4C 20 &F Q00 83 QQ €31 Q0 €C Q0 3% Q0 €3 Q0 €3 Q9 VI Q0 €5 o0 74
o000001S o0 OR OR OR OA OR ORA OA OA OA

Pucynok 12. Pacmmmdposka nmapoJis.

[lonyyena ydyeTHas 3anuch: extra c mapoJsem LocalSe...... (BbIpe3aHo), KoTopasd fBJIIeTCAd JIOKaJbHbIM
aIMUHUCTPATOPOM Ha pab04YMX CTAHIUAX.

CVSS v2 Vector (AV:A/AC:L/Au:S/C:C/I:C/A:C). O6mmun 6anan - 7.7 (BbICOKHH ).

OnacHoCTb VASBHMOCTH B KOHTERCTe TeCTd — KPUHTHYECKAA.
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OTKpbITble ABEPU

= Moura EKasesdape Al Zadasea

~ i ik i 1 ISR RS B H i LA N LA

- | « xFr

b Nposepea 551 gan noverw i %19

i = A

APM WIET NEPEXBAT NAPONEA From

:
] B R

Er §4b

Br 1EN9

Br 1133

Br 1123

=+ 1540

lNpogepka 550 AAA NOYTLI

e

MOl NE T B T T S e

_.I. :-

AR
AJIRPR

FEAET NEPEXBEAT MARPORE A

MO ArE ENE I D SH -

I, >

HE HALD
HE HALD

! _ HuEonan AnexcaHapoBM«y

Kossy: Call-Cemter:

&= OTEETHTI = CTEETHTE BCEY =3 MEPECNATE ___

MNELTIArLE EAE FpHPHA D SHHAE

KoAanerd, Aobpsid ferb. [1pOCE0a BCEX NPOSENATE YDA HEHAS HAE, CAlLA, MHE OTESTHDE MNACEMO OAH0 28 BOe. (PodYHO

CTAPAEAEHD ¢ TENedOHS

-------- Mouojroe cOOBisfHWe ---~----
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KOMMbIOTEP EPAY3EP CANTHI
8 Y — A — K
OHNAMH-BAHK ~ OBJIAYHbIE MOYTA COLIMATNBHBIE
XPAHUMALLA CETU

: :
1] — —

MOBWITbHbIE NMPUNTOXXEHUA MECCEHOXEPbDI
YCTPOUCTBA
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O Features Business Explore Marketplace Pricing ‘ Sign in o1 Sign up

A ~/ # Hyper is an Electron-based Terminal
A ~/ # Built on HTML/CSS/JS

~/ # Fully extensible!
A ~/

U= == NEWS
COLLECTION = . : @zeithq releases
Pixel art tools 5 | Hyper 2

Create some pixel art or animated Con g rats on 1 m | | I | on u SerS, Sa m | & The Electron-based Terminal,

sprites with your pick from the tools Hyper, graduates to Version 2.0 on
in this fun collection. Join the next million composers to code music with Sonic Pi » Windows, macOS, and Linux.

Trending repositories Date range: This week ~
ﬁ adam-golab / react- phobal / ivideo k& browsh-org / browsh @ nbedos / termtosvg i serhii-londar ,
GevelopRr-raRHmHp — M EILABEER TR T A PEN A fully-modern text-based browser, Record terminal sessions as SVG A e
Roadmap to becoming a React MMZE PG (Mac, Windows, rendering to TTY and browsers animations % Awesome list of
developer in 2018 Linux) , 2% VIP &R %31k P48 %3k 99 applications for mar
% 4.4k P 297 % 3k 1686 * 2.4k P 197

Want Explore delivered to your inbox?

Sign up for GitHub [KelgSile[ally
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sy,shu, suj, suudo, sudoi, Btc

MELGELE G ELTHES 11:22PM 2 Manohar Negi {}

manchar@mani:~% sudo apt-get install mysgl-server

[sudo] password for manohar:

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following extra packages will be installed:
libdbd-mysql-perl libdbi-perl libhtml-template-perl libnet-daemon-perl libplrpc-perl mysgl-client-5.1 mysgl-client-core-5.1 mysgl-server-5.1
mysql-server-core-5.1

Suggested packages:
libipc-sharedcache-perl libterm-readkey-perl tinyca mailx

The following NEW packages will be installed:
libdbd-mysql-perl libdbi-perl libhtml-template-perl libnet-daemon-perl libplrpc-perl mysql-client-5.1 mysqgl-client-core-5.1 mysql-server
mysgl-server-5.1 mysgl-server-core-5.1

® upgraded, 10 newly installed, ©® to remove and ©® not upgraded.

Need to get 20.7 MB of archives.

After this operation, 50.3 MB of additional disk space will be used.

Do you want to continue [Y/n]? y

Get:1 http://in.archive.ubuntu.comfubuntu/f

Get:2 http://in.archive.ubuntu.comfubuntu/f

MAKE ME A SANDWICH.

WHAT? MAKE
IT YOURSELF.

libnet-daemon-perl all ©.48-1 [43.1 kB]
libplrpc-perl all 0.2020-2 [36.0 kB]

oneiric/main
oneiric/main

SUDO MAKE ME

A SANDWICH.

Get:
Get:
Get:
Get:
Get:
Get:

http:
http:
http:
http:
http:
http:

//in.
//in.
//in.
//in.
//in.
//in.

archive.
archive.
archive.
archive.
archive.
archive.

ubuntu.
ubuntu.
.comfubuntu/
ubuntu.
ubuntu.
ubuntu.

ubuntu

com/ubuntu/
comfubuntu/

com/ubuntu/
com/ubuntu/
com/ubuntu/

oneiric/main
oneiric/main
oneiric-updates/main
oneiric-updates/main
oneiric-updates/main
oneiric-updates/main

libdbi-perl 1386 1.616-1build1l [852 kB]
libdbd-mysql-perl i386 4.019-1 [110 kB]

mysql-client-core-5.1 1386 5.1.61-0ubuntu®.11.10.1 [88.5 kB]
mysql-client-5.1 1386 5.1.61-0ubuntu®.11.10.1 [8,620 kB]
mysql-server-core-5.1 1386 5.1.61-0ubuntu®.11.10.1 [4,634 kB]
mysql-server-5.1 1386 5.1.61-0ubuntu®.11.10.1 [6,256 kB]

Get:9 http://in.archive.ubuntu.comf/ubuntu/ oneiric/main Llibhtml-template-perl all 2.10-1 [65.8 kB]
Get:10 http://in.archive.ubuntu.comfubuntu/ oneiric-updates/main mysql-server all 5.1.61-0ubuntu®.11.10.1 [6,452 B]
Fetched 20.7 MB in 7min 395 (45.1 kB/s)

Preconfiguring packages ...

selecting previously deselected package libnet-daemon-perl.

(Reading database ... 168926 files and directories currently installed.)

Unpacking libnet-daemon-perl (from .../libnet-daemon-perl _©.48-1 _all.deb)

Selecting previously deselected package libplrpc-perl.

Unpacking libplrpc-perl (from .../libplrpc-perl_6.2020-2_all.deb) ...

Selecting previously deselected package libdbi-perl.

Unpacking libdbi-perl (from .../libdbi-perl_1.616-1build1_i386.deb) ...

Selecting previously deselected package libdbd-mysql-perl.

Unpacking libdbd-mysql-perl (from .../libdbd-mysql-perl_4.019-1_1i386.deb)

Selecting previously deselected package mysql-client-core-5.1.

Unpacking mysgl-client-core-5.1 (from .../mysgl-client-core-5.1_5.1.61-0ubuntu®.11.10.1_i386.deb) ...
selecting previously deselected package mysql-client-5.1.
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e Pexkum 31 n MHCTpyKTaXXn no ero cobnogeHuto
* [lepcoHanbHaaA OTBETCTBEHHOCTb

G PR
AV n

OTBETCTBEHHOCTb 30 HAPYLLUEHME
30KOHOAQTEABCTBA O KOMMEPRYECKOM
TAOMHE




GROUR|IB] Uto penatb?

GLOBAL CYBER SECURITY COMPAMY

YT0 XXe npenaTtb?

PerynapHble npoBepkn 3aLULLEHHOCTU OOHapyXeHne BTOP)KEHWUN

TR R vy




Yto npenatb?

GROUP|IB|
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YT0 XXe npenaTtb?

eryrnspHblie NPOBEPKM 3aLLULLLEHHOCTY OHapy>XeHne BTOP>KEHU

-~ . —  HABUrALMS | e=wl= I |B| PYCCKUM ENGLISH
—  HABWIALMA GROUP ‘ I=! | PYCCKMMA ENGLISH

Bakaxxute 6ecrnnarHbiin \l/ Ckavante 6poLLopy CBsKUTECH C HaMK, Ykpenute knbepsalumty
TecT-gpavie TDS —  Threat Detection System YTOObI y3HaTb BOMbLLIE ¢ npoayktamu Group-I1B

AyOUT KOPMopaTvBHOW DE30MacHOCTH & e

Crartucruka

0 Cratuctmka
T 1 10 1 o 3
BED-PECYRCOB, TREO LN OHA B CREOHEM CUCTEME! OCTAKTCR YAC 1 MEHBLWE TRebyeTeR MOBWNEHEX TENEHoHoE B P P Mogospurenswoe Pa— Attempted-user Mogospurensiex Bpeaowocusix
VIOEHTVIIIKALIAK, COOECMET Kak BEAZEALLMTHEIMK O0 YETREHEHIA BNOYMBILLMEHHIKY ONA KDEHW ZAREHEHE! TROAHAMA 11 YNEEBNAICTER
CobbITna Yenocobbmuin | 3arpyaka kanana CocTosHue ceHcopa

MAHIRYN COHY KA TAMECHKYH

YASEMMOCTIA

VHDORRALL 11 BEIBOOA OSHED

SNOYRABILLINEHHIKAR L1

YASBMMOCTb

MHOMONETHAR NPAKTFKA 3¢ OATA KEYNHEX NORETANOR, BAHKOBCKLITK
¥ NROWSEOOCTEEHHLN CHUCTENM NOKASEIBAST, MTO SaLLWMWLEHHOCTE «HA Bynaare:
OBOEAYMBASTCA KEANHEN DESSALMTHOCTEH NEREN REANBHE M YTROSEMI,

POEMANEHEIA NOEXO0 K 060ROHE NOSBONAST SNOWEILLNEHHKEM MECALAMA
KOHTRONMEOBATE CAMBIE KEATAYHLIE CAETEME, MOOBEREA [HAGKY
KOH DI OEHUWANBHO 5T JAHHBIX 11 COXEHHOGCTE CHETOE.

Ml HE ODBERAEM «EyMEHHON BES0NACHOCTE , TUHETENBHD WEENETYA MEEKTAHEEK S
SALMLEHHOCTE BM3HEC-NPOUESCCOB, XOROoW o NOHKMAR KTyaNsHEIE TEXHONOMAK
KMBELMRECTYIHKKOE, MEI BUOMM CNABOCTI BALWLMX CWETEM LI MNASEMA.

PesynBTaTel SYOTA MESOENEHD KOHKRETHL — MEl JaEM 08 BEKTVBHOE NEHE0CTARNSHES
08 YASEMMOCTRX |1 HYETHME PEKOMEHTALMK ANA NOOroTOBK K OTEEAKEHA
[EANBHE X YRS,

25

20 Craryc @ Paboraer (Cerogns, 15:07)
1% cPU 20%
10
JKECTKmi anck 2%
s --
3arpyaka kaHana 59.03 M6uT/C
, — I

11:30 12:00 12:30 13:00 13:30 14:00 14:30

@ Cobuiua

EEEEEEEER TR TR RRRRRRS
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ClNACUBO 3A BHUMAHME!

Bbl BCEIOA MOXXETE CO MHOW CBA3ATHCH

AHApeU Bpbi3ruH

HanpaBaneHUe ayAuTa U KOHCaAATUHTr A,
Group IB

EMAIL
BRYZGIN@GROUP-IB.COM




