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EavHas NMonutuka YnpasneHus

Check Point
SOFTWARE TECHNOLOGIES LTD.
Name Source Destination Services & Applications Data Action Install On
Dutbound access &5 production_net __ Internet *  Any *  Any % AccessSublayer #* Policy Targets
reseeseseeseseesees Y . | e )
Social media for marketing EELJr].aﬂ-;:tum_rnu: " Internet .‘ Twitter : * ANy $ Accept |EI 513800 |
'--------qE Jnhn ' l--------' LInkEdIn l --------------------------------:-: ----- ’
I ‘e ) I ! |1
I I I\ Instagram U
" [y =soasssse=
Develnper% upload =] developer_role _: Internet Dropbox_ W L‘ Any Direction \|$ Accept ﬁ.‘iﬁﬁ.ﬁﬂﬂ.___\
1 1 ox T Source Code - JAVA ! IEI CapsuleCIcnud l
1 1 1 !
Access Serl:siti\re Servers * Any -I= Any * .llln'_'ﬂ' :* Any % SensitiveServers *® PnllciTargets
I ----------- \ I I I —-----------------------
Mnbileﬁ.ciess IIT_'EI MDBIlEDEﬂ'ICES) E. Maills - Failﬂenrer :* Any : 0O Accept =3 Mobile
_____ o
I -----------
Access to ‘.I.fel::l Server ® Any: q WebServer % llttps *  Any : $ Accept l—-----'lEI AWS .
|

]
I I 1 I 1 I | BB VMWare -

LLno3bI YacTHble

My6nuyHble BupTtyanbHble

Monb3oBaTtenu

daHHbIe

O6naka Wo3bl
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KoHTponb npunoxeHnn n URL-dounbTpauma o -
eC oin

SOFTWARE TECHNOLOGIES LTD.

KoHTponupynte Becb TpaduKk N3 Npon3BoacTBeHHOU ceTn B VIHTepHeT

r No. Name Source Destination Services & Apoplications _ Data Action Install On
Dutbound access =5, production_net . Internet @ Accesssublayer # Policy Targets

11 Social media for marketing E3 marketing_role [ Internet £ Twitter * Any % Accept fd SG13800
John ] LinkedIn
L] Instagram

1.2 Developers upload developer_role [ Internet Dropbox §¥ Any Direction @ Accept K3 5G13800

Box Source Code - JAVA
13 Cleanup rule * Any *  Any * Any *® Any @ Drop g SG13800

©2018 Check Point Software Technologies Ltd. 4




[ paHYyNMUPOBaAHHOCTb U KOHTPOJIb NOJIUTUKK

* - [Q vy oY | *-
K + ] vkontakte E] vkontakte
OHTpO.ﬂ b KOHTE [ vkontakte-cnat Primary Category: Social Networking Risk: [ Low

a Vkontakte-download

Mo. MName Source E Vkantakte-messaging

oo e a» a» ey

O° D En En En E» Eb ED ED D ED ED ED D ED ED ED D GD G ED D @D G GD D @b > > > @ -

1 " HRvideo EE HR [ vkontakte-multimedia
E WVkontakte-posting
ﬂ Viontakte-upload

Deas an s an an s an En Eb Eb ED ED ED ED ED ED ED ED ED ED GD G ED ED G ED @D GD @ @D e

2 % CoumaneHble ceTk % Any

AppWiki -
3HUMKnoneausa no
nogaepXmBaemMbiM

MPUMNOXEeHUAM

©2018 Check Point Software Technologies Ltd.

Wkontakte is a popular Russian sccial networking website, The webiste provides
users persenalized pages, news, photo and video hosting, an instant messaging
systern and notes,
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Threat Prevention

- Access Control | : : . _ .

Check Point

SOFTWARE TECHNOLOGIES LTD.

IR Palicy : Protected Scope Protection/Site/FilefBlade
36 NAT r1 Data Center Protection L Data Center LAN - M/A B stric Tt 9
= Threat Prevention
. |!| Policy k2 Recommended Protections *  Any - N E Optimized @ g
£ s

2 Standard Threat Preve... Profiles

i@ Exceptions - Strict

= | Provide very wide coverage for all products and protocols, with noticeable performance impact.

shared Policies o

k Geo Pﬂhq,f (General PDlqu E|adES )':".Ctl-‘."atiDﬂ
& HTTPSInspection v IPS € s . Active Protections
&~ Inspection Settings = Anti-Bot Performance Impact: |_ High or lower

Anti-Virus @ Anti-Bot Severity: | Low or above

* Threat Emulation © Anti-Virus . Activation Mode

¥ Threat Extraction High Cenfidence: | '.' Prevent

. E3 Threat Emulation :
Indicators Medium Cenfidence: |.' Prevent

+ Advanced &’ Threat Extraction @) Low Confidence: | Detect

©2018 Check Point Software Technologies Ltd. 6



IPS

T od: vrmdom o [ v s A WUWIE 1N

Check Point

Protection Industry Refere... Update... Performance Im... Severity Confidence Le... Optimized Strict SOFTWARE TECHNOLOGIES LTD,
@ 3Com Network Supervisor Directory Tra... CVE-2005-2020 24/411/2009 241172009 o L &' '.'
@ 3Com TFTP Server Transporting Mode R... = CVE-2006-6183 15/01,/2007 15/11/2011 1 - - @. '.
& 3 Phone System VAD_Deploy.aspy Af.. Mane 25/12/2016 2971272016 | oo — @ o
& 3ive MPEG-4 MP4 File Handling Stack C... = CVE-2007-6401 01,/10/2009 20,/10/2013 1 [N - @'
& 3ive MPEG-4 MP4 File Handling Stack O... | CVE-2007-6401 01/10,/2009 11/02/2013 . o — &‘ '
% 35 Smart Software Solutions CoDeSys G... | CVE-2012-4707 19/05/2013  22/05/2013 I o — S |
% 35 smart Software Solutions CoDeSys G... | CVE-2012-4705 05/05/2013 | 06/10/2015 I [ — () | |
% 35 Smart Software Solutions CoDeSys G... = CVE-2012-4706 05/05/2013  07/05/2013 I [ — (] 9
% 35 smart Software Solutions CoDeSys G... | CVE-2012-4704 05/05/2013 | 07/05/2013 I [ — S | | Nss Labs
¥ 35 Smart Software Solutions CoDeSys G... = CVE-2012-4708 05/05/2013  06/10/2015 I [ — (] 9
& 7-Zip ARJ Archive Handling Buffer Overf... = CVE-2005-3051 12/10/2009 12/10/2009 | | G} " Qeo
% 7Tinteractive Graphical SCADA RMS Re... | Mone 23/04/2013 02/05/2013 Il s S [ 9 s@ :
% 7Tinteractive Graphical SCADA System [L.. | CVE-2011-1565 23/08/2011 | 23/08/2011 - i — S | | o°
@ 7T Interactive Graphical SCADA System... CVE-2011-1566 23/08/2011 23/08/2011 1 o — &' . Q? y
& 7T Interactive Graphical SCADA System F... | CVE-2011-1567 CVE-201 15/05/2011 22/10/2014 . [ - — @' '
@ ABE MicroSCADA Wserver Command Ex..  Mone 19/2/2013 31/2/2013 Il s
W 4EE MicroSCADA Wserver Multiple Buff... | Mane 311272013 311272013 L EEEE
@ ABE Multiple Products RobMet5canHos... | CVE-2012-0245 02/07/2012 02/12/2013 1 [N
¥ ABE Test Sianal Viewer CWGraph3D Act... | CVE-2013-5022 03/12/2013 23/02/2016 . .
99.52% Exploit Block Rate Score! 5"
Details  Logs IPS Recommended, 16™ since 2011.
. . Performance Im Severi Confidence Level
3Com Network Supervisor Directory Traversal Low pact _'tr High — e
Attack ID: CPAI-2005-288 Threat Description:
The 3Com Metwork Supervisor is a network management application that discovers, maps, and displays network links and IP devices. It moniters devices
Last Update: 74-November-2000 arju:l connections for stress Ile.'.rels, .sett.hreshnlds and various netwn.rk events. The pru:uduct.is also capal":lle of .ggneratin.g.replnrts in \rariousfnrmats.ﬁ.«
directory traversal vulnerability exists in the 3Com Network Supervisor product. The flaw is caused by insufficient sanitization of HTTP requests. This 7

vulnerability allows an unauthorized user to read arbitrary files on the target host. The target will not exhibit any unusual behaviour as a result of this



Anti-Bot

Haxoout ObesBpexnBaet
3apa)eHHble 3apa)eHHble
MaLUUHbI MaLlUHbI

* ANTI BOT
1T
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MNHTerpupoBaHHas

CUCtemMa

& SpyEye (Bot/Trojan)

— g.} John Adams
‘ \Il . ¥ SpyEye @) High

Command
and Control



SANDBLAST

THREAT EMULATION

» YcronumuBas K nonbiTKam 06xoaa NecoYyHmLa

» Bbnokupyet HenssecTHoe BpeaoHocHoe [0 1 aTaku Hyn1eBoro AH

OBHAPYXEHUE & YCTOUYNBAA BbICTPAA U
YIPO3 Y K OBXOOAM IPDEKTUBHAA

*JcTounmK: 2016 NSS La
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TPAONMUNOHHAA NMECOYHULA
Check Point

SOFTWARE TECHNOLOGIES LTD.

IMynauma pannos B BUPTYyarnbHOW cpeae

MOHUTOPWHT:

*  CWUCTEMHbIN peecTp

« CeTeBble coeMHEHUS
« (daunnosas aKTUBHOCTb
« CuncremHble npoueccsl

[Tonck Nnpn3HakoB 3apaeHnsa Ha ypoBHE onepaunoHHOU CUCTEMDI

©2018 Check Point Software Technologies Ltd. 10



EAUNHCTBEHHAA neco4yHuua c obHapyKeHunem =
Ha ypoBHe npoueccopa (CPU-LEVEL DETECTION) Check Point

Tbicaum

YA3BUMOCTU

Check Point SandBlast

Decsimku * QOO6HapykeHue Ha yposHe CPU
KCM/IONTD| . YCTOWMYMB K OBXOAY

TpaAUUMOHHbIE NECOYHULbI

> * [loBeaeHYecKoe obHapyxeHune

MpoTusoaencTeme AeTeKTy .
MunnmoHbI  MoHO 060MTH 3aLLUTY

BPEAOHOCHOE MO

©2017 Check Point Software Technologies Ltd. 11



OT4yeT padboTbl Threat Emulation

Threat Details Report

Verdict
Malicious

o Attack Vector

“I= File List

NAME

@Please_Read_Me@.txt

o

o

@wWanaDecryptor@.exe
¢ @Please_Read_Me@.txt
roadmap_2021.pptx
confidential.docx
FirstTimeScriptWIN7.bat
FilemonnNt.zip
Classifed.zip

Classifed.zip

©2018 Check Point Software Technologies Ltd.

Actions -

Action
Detect

Confidence
High

Mmssecsvc.exe

SIZE: 3.35 MB | TYPE: EXE

Secure / Risk
Critical

HASH list -

[a] pf

smb://192.168.38.1 1/wannacry/mstecs.exe

Classification

Ransomware, Trojan

—

eck Poi

g}"]-‘-l":— TECHNOLOGIE

J

Are you under attack? Contact Us

VERDICT

0003000 0CEQ

INCIDENT RESPOMSE TEAM

CHECK POINT

933 Bytes
240 KB
933 Bytes
26.5 KB
9.73 KB
990 Bytes
521.32 KB
27.29 KB

27.29 KB

dropped
dropped
dropped
dropped
dropped
dropped
dropped
dropped
dropped

-u
-

=
Check Point

SOFTWARE TECHNOLOGIES LTD.
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OTyeT pabotbl Threat Emulation

% Suspicious Activities

Win7, Office 2013, Adobe 11

CATEGORY COUNT
Data Loss 2
Evasion 1
Evasion 1
Evasion 2
File system event 74
Generic 1
Generic 1
Persistance 1
Process event 5
Registry event 5
Reputation 4
Spyware 2
Stealth 1

WinxP, Office 2003/7, Adobe 9

DESCRIFTION

This technigue is used by steal browsing information.

This technique is used by malware to check if its being analyzed or to evade Anti-Virus software.
This technigue is used by malware to check if its being analyzed.

This technique is used by malware to decrypt some of it's internal parts during runtime and avoid detection.
Suspicious file was accessed during emulation

This technigue is indicative of malware, as legitimate applications rarely create new executable files.
This technique is indicative of malware. Legitimate applications rarely use this technigue.

This technique keeps the malware running after the PC reboots.

Suspicious process was launched during emulation

Suspicious registry path was accessed during emulation

Well-known malware

This technigue is used by malware to monitor all network connection on a system, and steal information from the traffic.

This technique is used by malware to hide traces of infection.

©2018 Check Point Software Technologies Ltd.
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OT4yeT padboTbl Threat Emulation

€& Emulation Videos

Win7, Office 2013, Adobe 11

T

Ooops, your fies have been encrypted! [+ |

‘hat Happened to My Computer!
YN LT Py 010 pnT ey

©2018 Check Point Software Technologies Ltd.
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WinXP, Office 2003/7, Adobe 9
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 THREAT EMULATION
YCTOVNVIBaFI K o6xo.qy necquMua

Human Interaction g ‘CPU-LEVEL 4 PUSH-FORWARD
Simulator T o ' | L -
| : Ne,th/cl)rk_Activity FP Guard - o Sanitagcion - o :
v P Icon Similarity Dropped File
PY ., ° Emulation
UAC Monitor ekl . ®
: @ ' : - Decoys o

Virtual Network

SMEP Detector Service DGA Generator




SANDBLAST

THREAT EXTRACTION

» [JlocTaBKa o4MLLEHHbIX PpaiifoB B pexnme peanbHOro BpemeHu

» OpurnHanbHble dannbl B 3TO BpemMs NPOXOAAT IMYAALUIO

[MPOAKTUBHAA
3ALLNTA \

OTJINYHASA BbICTPAA i
BE3SOMNACHOCTb '\= AJOCTABKA

2 ©2018 CHéck:Poihf Software Technologies Ltd.



Pa3nuyHble BapuaHTbl BHegpeHnsa =

nnﬂ cpeACTB 3au_lMTb| nepMMeTpa ceTM SOFTWARE TECHNOLOGIES LTD.

CLOUD SERVICE ON-PREM SERVICE DEDICATED APPLIANCE
Gateways + SandBlast Service Gateways + SandBlast TE Appliance Inline SandBlast TE Appliance

SandBlast Service
Hosted on C Point Cloud SandBlast TE Appliance

NGTX Security Gateways NGTX Security Gateways SandBlast TE Appliance

BapVIaHTbI YCTAHOBKU WITHO30B U nNeco4yHUL.
- LEVERAGE SECURITY GATEWAYS — Macwrtabupyemoe | ¢ Inline /SPAN/TAP

peweHne « MTA — 3awuTta no4YToBoro Tpaduka

 ICAP server — nHterpaymsa co CTOPOHHUMW peLLEeHNAMMN

©2018 Check Point Software Technologies Ltd. 17
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IlnHewnka yctpounctB Check Point

[ns 3awmTbl NnpeanpuaTun
noodbIX MacwTadboB

3200 Appliance 5000 Appliances
1400 Appliances (4 moaenw)
(4 mopenun)

“woes . EEHEE G, S

LOLGED , CpedHuli ogpuc

Maanelil ogpuc

I!MI softwareblades™

K ol

44000 n 64000
23000 nuHenka
onenn)

15000 Appliances
(2 mopenn)

3awumTa Lo

3awuTta cepBUC
KpynHbliii opuc npoBanaepoB



5 N B

Yy N
W, Jlyqwag L DAk
3 | ) - _ :Point
o | NpONSBOAYITENEHOCTH fowodes i

P

Bbicokasa adhpeKTUBHOCTb

MacwTtabunpyemocTtb

OTKa30yCTOM4YMBOCTb

Check Point 44000 1 64000

20
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Check Point

[MpepoctaBnsem HoBYH nNUuHenky Check Point
Smart-1 Appliance

©2018 Check Point Software Technologies Ltd. [Confidential] For designated groups and individuals 21



security \ [AATb HOBbIX YCTPOUCTB
Management J | leHTpann3oBaHHbI MeHeKMeHT o 5000 wno3oB*

Ona 150 wno30B U bonbLue

Smart-1 ; - Ons 50 wno3oB

N

Smart-1

505 Ana 25 wnio3oB

Smart-1
410

Smart-1
405
* 5000 Check Point 1400 gateways
[Configzol8E reekoRsils BEfwEOTEshABId IS Viduals 22




3awmTa ACY TN c nomouubro Check Point

Check Point

SOFTWARE TECHNOLOGIES LTD.

JlnHenka ycTponcTe B MHAYCTpUaribHOM UCMNOSNHEHUN

. Pabota B LUMpOKOM Anana3oHe TemnepaTtyp, BaXHOCTH
. OTCyTCTBME OBMXKYLLMXCS YacTeN

CooTtBeTcTBME MexayHapoaHbiM ctaHgapTam IEC 61850-3 u IEEE 1613

Bbicokasi

. npou3seodumersib
RuggedCom/Siemens P
HOCMb
CpeOdHsisi .
rnpou3eooumesibHOCMb MoHTax B CTOMKY

MoHTaX B CTOMKY
MoHmasx Ha Din-peuky

©2018 Check Point Software Technologies Ltd.




Check Point

loT

... U apyrue

Siemens
Step7

bonee KoMaHA

B Check Point Application Control

MonHbIn nepeyveHb: hitps://appwiki.checkpoint.com

©2018 Check Point Software Technologies Ltd. 24



KomnoHeHTbl KU/ pepko oOHoBRAIOTCA &l
Check Point

. R — Y |

eider

lectric all the site

Life Is ®n Sd&ﬂ
Cyber security alerts and notifications

t tor hng J £ ] an 2t clea

» ¥4% Siemens Global Website Products a

ProductCERT Security Advisories
Siemens ProductCERT is the central team for respondin
security incidents and vulnerabilities related to Siemen> You are here: Home * Support > Cybersecurity > Vuln
solutions and services. In the following, Siemens secur|
bulletins issued by ProductCERT are listed Securi
2016 World presence St ;.

™ TS - : m Latest alerts and Archived alerts and Subscribe to email alerts Report a vulnerability
> SSA-751155 (Last Update 2016-04-08): Denial-of-Service Vulnerabilit| notifications notifications
> SSA-623229 (Last Update 2016-04-08): DROWN Vulnerabiity in Indy| CUStomer Care Centre 14/03/2016 < = =
> SSA-301706 (Last Update 2016-04-08): GNU C Library Vulnerability i« Contact
> SSA-151221 (Last Update 2016-03-18): Incorrect File Permissions in 12/03/2016 2015-12-10: POODLE Vulnerability m AT ~ 2018 ty Bulletin for ABB 3rd Party Device Type Library HART OTM t

; 2 b IR A & ) F DLt Dilit Re erle € 2014 Qv f 86 F St

> SSA-833048 (Last Update 2016-03-14): Vulnerab!lTb{' |n.SIMATIC S7-1 Cybersecurity o e OLE Wi bty ] ¢ ot 2012 / BB Te oo
> SSA-253230 (Last Update 2016-02-08): Vulnerabilities in SIMATIC S7 291022016 ; araf 1500 Ve 40824 By 4.0¢ - vt bl BV I e
> SSA-743465 (Last Update 2016-01-15): Cross-Site Scripting Vulneral* Mews bilit

0ZwWr72 * Report an incident 1710212016 : ; 5} 3
2015 2015-12-10: POODLE Vulnerability in FOXB60 series 7 2013-11-08: Remate code execut erabilties A

Substitution tool 04/02/2016 £28 \ v — , RE one SEMes VS 2 ' . l. . , signal v -_ 1 ot
> SSA-472334 (Last Update 2015-12-18): NTP Vulnerabiliies in RUGG i R AT B R e L o = P8 IR CABERASEEE SRy s
i . 25/01/2016 < Y sufier Oue

Dev'cfs ) A SN _ | Counterfeiting -2- fer O
> SSA-763427 (Last Update 2016-04-29): Vulnerability in Communic atid - . —_ - —~

modules SIMATIC CP 343-1, TIM 3V-IE, TIM 4R-IE, and CP 443-1  |* Counterfeiting 20/01/2018 Alttvar Drives Parameters See disclosure 5

| > SSA-921524 (Last Update 2016-04-29): Incorrect Frame Padding in As pefinitions HUD101E WiCOM C264 nt Overfion e disc) EVD-2

> SSA-720081 (Last Update 2015-09-01): IP Forwarding in RUGGEDC _ o ' mieger vertiow Fe desibsuTe

Devi * Report a counterfeit EWDL_ 015344

eV 10122015 M340 PLC Buffer Overflow See disclosure S
> SSA-134003 (Last Update 2015-08-27): Web Vulnerability in S7-1200 . . . — -
LE SLIIoE 25/11/2015 ProClima SW Remote Code Execution |y e 2l VETsIons prior to | SEVE-2015-52

©2018 Check Point Software Technologies Ltd. 25



BuptyanbHbIN NaTYUHT
Bonee 300 cneunanuaunpoBaHHbiX IDS/IPS curHaTtyp

3awmnTa oT yA3BMMOCTEN

N obHapyxeHme

aHoOMarsibHOro Tpaduka

NSS Labs

il

NSS Labs
Highest Rating

CHECK POINT

IPS

=
=
Check Point
SOFTWARE TECHNOLOGIES LTD.
Protection ull Sever...
W' Citect SCADA ODBC Overflow Attempt w101 Medium
W' Rockwell RSLogix Denial of Service Vulnerability w11l Critical
W' SCADAEngine OPC Client Buffer Overflow Vulnerability w211 High
W' Schneider Electric UnitelWay Windows Device Driver Buffer Overflow w11l Critical
W Siemens Tecnomatix FactoryLink Stack Overflow Vulnerability sull Critical
7 Siemens Automation License Manager Multiple Vulnerabilities 111 Critical
W' ScadaTEC SCADAPhone and ModbusTagServer Buffer Overflow 11 High
W' RealWin HMI Service Buffer Overflow 2 w110 High
W' Automated Solutions Modbus/TCP Master OPC server Modbus TCP Header .51 High
W' RealWin INFOTAG/SET_CONTROL Packet Processing Buffer Overflow 111 High
W' Unauthorized Miscellaneous Request to a PLC w11 Critical
W' Broadcast Request from an Authorized Client «11] Critical
W' IGSS SCADARMS Report Template WriteFile Command Buffer Overflow .1l Crtical
W' IGSS SCADASTDREP Request Buffer Overflow 1l High
W' lconics Genesis SCADA Freeing of Unitialized Memory Trigger w21 High
sull Critical

W Rockwell RNA Message Negahve Header Length

e Mediu

sSUY



HeTanbHoe XypHanupoBaHue Tpaduka

Check Point

SOFTWARE TECHNOLOGIES LTD.

TOAPOBHO |

Ongin Application... Transa...
gw-Tlec22  ModbusAll 33394
gw-71ec22  ModbusAll 33490
gw-7lec22  ModbusAll 33490
gw-71ec22  ModbusAll 33489
gw-71ec22  ModbusAll 33489
gw-Tlec22  ModbusAll 33488
gw-Tlec22  ModbusAll 33488
gw-7lec22  ModbusAll 33487
gw-7lec22  ModbusAll 33487
gw-Tlec22  ModbusAll 33486
gw-71ec22  ModbusAll 33486
gw-7lec22  ModbusAll 33485
gw-Tlec22  ModbusAll 33485

JetanbHaa nHdgopmauums
Ansa paccnenoBaHus o

Today 10:45:53

MHUNOEHTOB Today 104553
Today 10:45:53

Today 10:45:53
Today 10:45:53
Today 10:45:53
Today 104553
Today 10:45:53
Today 10:45:53
Today 10:45:53
Today 10:45:53
Today 10:45:53

Funcbon Description Source Desti.. .. Mato.

Read Holding Regesters MMl PLC-L SCADA
Read Input Registers - Response HMI-T  PLc-1 SCADA Pr
Read Input Registers HMI-1  PLC-1 SCADA Pr
Read Holding Registers - Response  HMI-1  PLC-1 SCADA
Read Holding Registers HMI-1  PLC-1 SCADA Pr
Read Holding Registers - Response  HMI-1  PLC-1 SCADA P
Read Holding Registers HMI-1  PLC-l SCADA Pro
Read Holding Registers - Response  HMI-1  PLC-1 SCADA Pr
Read Holding Registers HMI-1  PLC-1 SCADA Pro
Read Holding Regusters - Response  HMI-1  PLC-1 SCADA Prol
Read Holding Registers HMI-1  PLC-1 SCADA Pr
Read Holding Registers - Response HMI-1  PLC-1 SCADA
Read Holding Registers HMI-1  PLC-1 SCADA Pro

-
€
H

CHECK POINT

Today 10:45:51 gw-71ec22  ModbusAll 33484 Read Input Registers - Response HME1  PLC-1
Today 10:45:51 gw-Tlec22  ModbusAll 33484 Read Input Registers HMI-1 PGl
SMARTLOG & Tedsy 104551 gwllec Modbahll 383 |3 ResdokdngRegites-Resporse  HMLL PLCT
Today 10:45:51 gw-7Tlec22  ModbusAll 33483 Read Holding Registers HMI-1  PLC-1
S M ART EVE N T Today 10:45:51 gw-Tlec22  ModbusAll 33482 Read Holding Registers - Response  WMI-1 PLC-] SCADA Pr
Today 10:45:51 gw-Tiec22  ModbusAll 33482 Read Holding Registers HMI-1  PLC-1 SCADA Pr
Today 10:4551 gw-7lec22  ModbusAll 33481 Read Holding Registers - Response ~ HMI-1  PLC-1 SCADA
Today 10:45:51 gw-Tlec22  ModbusAll 33481 Read Holding Regsters HMI-L PGl SCADA

Shipsn i indnintnintnindniptntainiatainininin
0000000000000 0000000 7

(i1 () () (i) () () (o () () () () () () () () () ) () ) ) ) )

Today 104551 gw-71ec22  ModbusAll 33480 Read Holding Registers - Response  HMI-1  PLC-1 SCADA P

CreynrmPOBAHO

T Count T Source T Destination T Unit 1D ¥ Function Description
# 500  HMI (10.1.1.5) PLC (20.1.1.5) 1 Read Holding Registers
= 100 HMI {10.1.1.5) PLC (20.1.1.5) 1 Read Input Registers

1 HMI (10.1.1.5) PLC (20.11.5) 1 Write Single Register
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MOHUTOPUHI NPOMBbILUIIEHHOWN CETH -

SOFTWARE TECHNOLOGIES LTD.

NHudopmauma o NHdopmauyma

NHdopmauma

B3anMMOOEeNCTBUNU O ceTun

06 ycTponcTBax

IP- » MAC-agpeca Kakue yctponctsa paboratoT B

* [NpoTokonbl U KOMaHAabI . BaLlen cetn?
* [ponssoguTens ycTpomncTea

Kakmum obpasom aTn ycTpomncTea
B3aUMOLENCTBYIOT Mexay cobon un

* BHyTpuUGHCTEMHEIE CBFi3M * Tun yctpoiictea (PLC, HMI, paboyas

* OTKpbITbIE 1 NpONpUeTapHbIE CTaHUVsi, KOMMyTaTop, UTA) BHELLUHUM MUPOM?
NPOTOKONbI * Mogenb 1 cepunHbI HoOMep CyLLECTBYIOT NN OLLMBKM
* Bepcusa npoimnsku KOHurypaumm n ya3BMmoCcTun?
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UHdbopmauua ob yctpoucrtee

Check Point

SOFTWARE TECHNOLOGIES LTD.

LetanbHas nHdopmaumsa ob ycTponcTaee — Tun, NPOM3BOAUTENb, BEPCUS NPOLLUMBKM U NpoYvee

NORMAL RISK LEVEL

Chemical_plant/Rockwell Automation

PLC

DEVICE INFORMATION
P
10.1.30.1

MAC

00:1D:9C-CO:04:9D

MNatwork

Default

VAN

0

Protocols

ARP / CIP/ ENIP / ICMP / TCP
Site

Default

©2018 Check Point Software Technologies Ltd.

[«
MORE DETAILS
\endor Type First seen
Rockwell Automation PLC 13/02/2018 15:18:21
Medel Criticality [ Last seen
1756-ENBT/A HIGH 13/02/2018 15:23:35
Firrnware warsion Risk Lavel
V6.006 MNormal
Serial
009870BF
29



UHdopmauusa

ALERTS (5)

Process Security
Integrity Events

Sort by

Date

A configuration has been downloaded
to controller 10.1.34.1 by
SCHEIDER_ENG

13/02/2018, 15:25 |

A configuration has been uploaded from
controller 10.1.34.1 by
SCHEIDER_ENG

13/02/2018, 15:25 |

There has been a failed login attempt to
controller 10.1.0.80 from WIN-
67VSTM77Q31

13/02/2018. 15:24 |

A configuration has been downloaded
to controller RO by WINDOWS7
13/02/2018, 15:22 |

A configuration has been downloaded
to controller Chamical _plant by
ENG_AB, by user
ENG_AB\Administrator

13/02/2018, 15:19|

N

tv

00 ycTponCTBE — nepapxuyeckKkasa Kaprta

Check Point

SOFTWARE TECHNOLOGIES LTD.

STATS

CURRENT ASSET STATS
High Risk Active A~
Level Assets

NEW ASSETS - LAST WEEK ﬁ
Choose time frame
ALERTS DISTRIBUTION - LAST WEEK ﬁ

Choose time frame

©2018 Check Point Software Technologies Ltd.
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OnoBelleHNAa Ha 6a3e noBegeHYEeCKOro aHarnim3a e
ecC oin

SOFTWARE TECHNOLOGIES LTD.

“  ACTIVITY LOG

L]
Today ,09:31
L]
User admin has resolved alert 701
13/02/2018,15:30 = a n ey RESULTS (5)
[ ] CATEGORY ASSIGNED
) TYPE DESCRIPTION DATE DETECTED “ NETWORK STATUS
User admin has resolved alert 599
13/02/2018,15:30 - .
: Configuration 13/02/2018
& A configuration has been downloaded to controller 10.1.34.1 by SCHEIDER _ENG Default Dafault Unresolved
Download 15:25:54
L] N . - B 13/02/2018
Configuration Upload A configuration has been uploaded from controller 10.1.34.1 by SCHEIDER_ENG Default Dafault Unresolved
User admin has resolved alert £25 15:25:12
13/02/2012,15:30 12/02/2012
Login There has been a failed login attempt to controller 10.1.0.80 from WIN-67VSTM77Q31 152040 Default Dafault Unresolved
Confi; ti 13/02/2018
. [t A configuration has been downloadad to controller RO by WINDOWS? e Default Default  Unresolved
New Alert 736- Download 15:22:32
i Confi; ti A fi tion has been d loaded t troller Chamical_plant by ENG_AB, b 13/02/2018
A conﬁguratlun has been downloaded to controller ontiguration contigural DI'iI das en downloade: 0 controller amical_plal ) - , Dy user Default Dafault Unresolved
10.1.34.1 by SCHEIDER _ENG Download ENG_AB\Administrator 15:19:46
13/02/2018,15:25
L
New Alert 732:
A configuration has been uploaded from controller
10.1.34.1 by SCHEIDER_ENG
13/02/2018,15:25
L]
New Alert 729:
There has been a failed login attempt to controller
10.1.0.80 from WIN-67VSTM77Q31
13/02/2018,15:24
L]

LTS PRy -
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KomOuHupoBaHHasa 3awmTa

Check Point

HactpauBaemblie OGHapyxeHue
NOSINTUKU aHoManuu
* da3a oby4yeHUa — aHanNn3 CETEBOIO * ®asza obyueHUs — aBToMaTN4ECKOE
Tpaduka n noros OoOHapy»XeHne yCTPONCTB
* PyuyHasa koHUrypaums HopmarsnbHOro * [NoBeneH4eckuit aHanms Ha ocHoBe
pexuma paboTbl oBHapyXeHns aHoManum
* CneumannampoBaHHbI€ MNOSINTUKM * CosgaHue 6asncHoro npodouns
Onst KomaHg 1 3Ha4YeHum NPOW3BOACTBEHHOIO Nnpouecca

* [1onNTUKN Ha OCHOBE BPEMEHHAIX
LLabrioHoB Tpamuka

KombuHupoBaHHas 3awimta Ha OCHOBe
HacTpanBaeMbIX MOIUTUK U OOHaPYXXeHUss aHOManuwu

©2018 Check Point Software Technologies Ltd.
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3awmTa KpUTUYEeCKNX UHPPaACTPYKTYP

XypHanunpoBaHMe BCen ceTeBOU aKTUBHOCTU KoMmnoHeHToB KUW

NMpodmnupoBaHue ceteBon akTMBHOCTU KOMnoHeHTOoB KU

UoeHTUdpUMKaUnMAa OTKIOHEHMN U aTak Ha KomrnoHeHTbl KU

v e —

— g e
TN /Sl
~ LI | £

OGOHapyxeHue [ npegoTBpaLleHue atak Ha KoMnoHeHTbl KUWU

— i e A — —
A N )

e —
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