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He TOnbKO cCOTOBOSA CBSI3b

CoctaB noprdena pewieHMi no knbepbeszonacHocTHn
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CounanbHOg9 MH)XXEeHepus OCTAETCH
rMABHbIM CpeaACTBOM 3710y MbILUNICHHUKOB

Yuwep6 éuHaHcoBbIiMm opraHusauuam ot BplnoO KonuuecTBO arak
C NPpUMMEeHeHUEeM COLUAaNIbHOM
MH)KEHEepPHUH PACTET
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AnTndponosoe
uHboOpMUpOBOHMUE

BboiaBneHne mobunbHOro MoLLEeHHNYECTBA, CBA3COHHOTIO C
aboHeHTamun Mera®oHa, a Takke NpenocTaBNeHUe
MHPOPMALMOHHO-KOHCYbTALMOHHbBIX YCNYr NO BbIIBIIEHHbBIM
MOLUEHHUYECKUM ONepaLmam 1 atakam Ha [oT-ycTtpoiicTtea

Nudopmaumsa o BbigBneHMU MOOBMNbHOrO MOLLEHHUYECTBA:
MOLUEHHUKH, MOTEHLUMATIbHBIE MOLLEHHUKW, ABOHEHTBI, Ube
o6opynosaHue 3apaxeHo BpllO, eoiaeneHne URL ¢mmMHroBbix
pecypcos u np.

YBegomMneHus ans BbIIBAEHUS MOLUEHHUYECKUX 3BOHKOB B BaHk
Unu KnueHtTam banka
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NMonynapHoe NO ana yaaneHHoro pocryna

OpenVPN
Cisco VPN

Remote Desktop Gateway

—19%

TeamViewer

—12%

Check Point VPN

—10%

Citrix

7%

ViPNet (MudhoTeKC)

6%

Fortinet VPN

—5%

PaloAlto VPN

5%

VNC
4%

VDI

—3%

VPN "Koaa Besonacsoctan”

—3%

Opyroe

H—18%
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OpenVPN Access Server 2.8.x before 2.5,1 allows LDAP authentication bypass (except when a user 1s enrolled in two-factor authentication)

Source: MITRE

Severity _ OSSMGNED CVE-2020-8953

—30%

—25% CVSS 3.x Severity and Metrics:

Vector: CVSS:3. 1/AVIN/ACL/PRIN/UEN/S:U/CH/EEH/AH

\'| I NIST: NVD Base Smre:_

Source: MITRE

+view Analysis Descriptior

CVSS Version 2.0

Severity

CVSS 3.x Severity and Metrics:

\l ' NIST: NVD

“ CNA: Cisco Systems,  Base Score: [RSMEOIM'

Inc

CVE-2020-3153

Vector: CVSSI3. VAVIL/ACL/PRIVUEN/S:C/ON/EH/AIN

vector: CVSS:3.0/AV:L/ACL/PR:LJUEN/S:C/CN/H/AN

Source: MITRE

+Vview Analysis Description

severity e

CVE-2019-0787

CVSS 3.x Severity and Metrics:

‘I ' NIST: NVD

Vector: CVSS:3 1/AVIN/ACL/PRIN/ULR/S:U/CH/H/AH

Base Score: -

* NlaHHble 3 oTueTa Positive Technologies «Kak oprannsosana yaaneHHas pabota B Poccun n ctpanax CHM



Nouemy 3TO BAXKHO

Crour B3rndHYyTb HA eXeHenesnbHblie HOBOCTHU
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N3pannbckuia pa3paboTumK BakyMHbl npotus COVID-19
nogBeprcsa Knbepartake

CTannn3BeCTHbI HOBbLIE NOAPOBHOCTM O MaccoBo kubepatake Halpaunbckue
CanThl.

70% NpUNoXXKeHU coaepkaT ya3BuMbie 6M6NMOTEKM C OTKPBLITHIM
MCXOAHBIM KOAOM

Cambim pacnpocTpaHeHHbIMTUNOM npoéneM oKaz3anolb MexcanToeoe
BbiMNONHeHWMe CUeHapKnes.

Ony6nmkKoBaHbl NOAPO6HOCTM 0 NATU ya3BuMocTax B Windows 10

3KcnnyaTauvm HEKOTOPbIX yﬂBBVIMOCTeVI MO3BONAET 31I0YMbILWTEHHWUKY
NnoBbICUTb NpUBUNETMN Ha yﬂ3BI/1M071 cncrTeme.
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Nouemy 3TO BAXKHO

Crour B3rndHYyTb HA eXeHenesnbHblie HOBOCTHU
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Microsoft «HegoucnpaBuna» yassumocTtb B RDP

MpownorogHuinnaty gnayassmumoctu CVE-2019-0887 okazancaHe[0CTaTOYHO
3O GEeKTUBHBIM.

3neKTpo3HepreTmyeckasa komnaHus Elexon nogBeprnach
KubepaTtake

BceykasblBaeTHaTO, UTOKOMMAaHNA CTanaxepTeoli BeiMoratensckoro 0.
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3auemM npoBepaTb 3ALWMLIEHHOCTDb
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OueHuTb peanbHyto [lpoBepuTb cepBuc, cuctemy, BbinonHuTb TpeboBarms

3ALWULLEHHOCTb OPraHM3aUunm npunoxXeHue nepeg nydnukaymei perynaTtopos (683-n, 382-n v gp.)
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Hawu npeanoxxeHusa
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HemHOro kemcos

IOBenupHas — ' Ownbku

KOMIMAOHWNA noapsAYMKOB

Couyuanka:

g o CobecepoBaHue Ha
MobuneHoe P Ly / [OMKHOCTb

NPUNOXEHUE ) AAMUHUCTPATOPA
AHanus nepumetpa :
6aHka
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KoHTaKTbI

Menéxun Aptém

Crapumii MeHenKep No TEXHONMOrMYECKOMN
noaaepskKe npoaax

+7 926 267 3178
artem.melekhin@megafon.ru

8 800 550 05 55

b2b.megafon.ru
distant.megafon.ru
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