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Sator Arepo Tenet Opera Rotas

Muxann Ko3nos

KOHCYNbTaHT Mo pa3BuTUIO BU3HeCca U npoadaxe peleHnn Ha
ocHoBe 6usHec-ueHHocTn (ROI)

20 net B T n KOHCANTUHre

VDEL, Trend Micro, VMware, Microsoft, V6, CARANA,
Cognitive Technologies...




CokpalleHund

ANB (ABWN) - agMUHUCTpaTOpUHGMOPMaUNMOHHOM 6e30nacHOCTU (BUPTYasibHOM MHPPACTPYKTYPbl)

BW/BC - BupTyanbHasa nHdpacTpyKTypa/cpeaa

BM - BupTyanbHasa mawmnHa (aHrn. VM)

NB - nudopmaumoHHas 6e30nacHOCTb

HC/[ - HeCaHKLUMOHMPOBAHHbIN AOCTYN

MNAH — nepcoHanbHble faHHbIE

CBT - cpeacrsaBblYNCINTENBHON TEXHUKM

C3U - cpeacTtBo 3awWmTbl MHPOPMaLKUK

[ |
| |
[ |
| |
[VIC - MHOPMALUMOHHAA cMcTeMa ]
| |
[ |
| |
[ |
{CX,EI, — CucTeMa XpaHeHus AaHHbIX (Storage) unu ceTb XpaHeHus AaHHbIX (SAN) ‘




CopeprkaHue

BupTtyanmsauma um e KntoueBble pUCKHU
HOBbl€ PUCKWU e KTO KOHTpOAMpPYET agMUHUCTpaTopa?

N
o6naBr?§TvYa6};g(3)?|gzﬁ£)CTb e Jlydllne npakTUKM No 3awuTe
y,
i )
BupTyanusaums v e TpeboBaHuna k NCIMNAaH
czl Az plsioleel =zt be - o CepTudunkaums niaatopmbl
AdHHbIX e HanoxeHHble cpeacTea y




I3MeHeHne napaanrmbl

O6/1a4HO C BEPOSITHOCTbIO O0CaAKOB

“TpeBora o 6e3onacHocTn caepxuneaet UT MeHeaxepoB OT yxoaa B obnaka.”

-The Economist, March 5, 2010



BupTtyanusauma n puckun Vb

Cneumanuctbl Mb He yyacTByeT B NpoeKkTe no
BUpTyasnnsauumm
\

e

B3noM cnog BupTtyanmsaumm MOXeT NPUBECTU K B3NNIOMY BcexX BM

e

BupTtyanbHble BM-BM ceTn N0X0 KOHTPOJIMPYEMBI

e

BM c pa3HbIiM ypoBHeM Nb pa3meweHbl Ha OAHOM (DU3NYECKOM
X0CTe

|
-

OTCYTCTBUE KOHTPONSA 3a AEACTBMSAMU aAMUHUCTpATOpa

e

NCTOYHUK:
[loTepa pa3aeneHusa OoTBETCTBEHHOCTU 3a ceTb U Vb Gartner, 2010




2010, 6e30macHOCTb 1 BUPTYyanm3auus

/
[losABUNNCL HOBbIE MpropuTeTbl KIMEHTCKOWM
N3O0LWPEHHbIE BUAbI BUpTyanusauumn 2011

\MOHeTMBaLI,MM Knbepyrpos

/ / Improve security & compliance

Buptyanusaumnd Improve staff mobility

MHCbpaCTDYKTypr — KJII0YeBOM Improve flexibility and agility

\Tper, B KOpnopaTtuBHbiX AT ) oot DR & contuty

o\/DI Support external staff

eObnaka Improve availability and SLAs

Kak obcToAaT aena c i -
6e30MacHOCTbO BUPTYasibHbIX ON; W e WA R o

% of Respondents

MHMPACTPYKTYp?

cTounHumk: http://www.enterprisemanagement.com/



http://www.enterprisemanagement.com/

CTOMMOCTb NoTEPU MHMDOPMaLINK

-+ 285M B3s1oMaHHbIX 3anmncen B 2008 r. (Verizon
Business RISK Team)

-+ B 2008 B CLUA noTtepsa kaxaoun 3anmncmn ctomna $202,
BKItoUas $152 kocBeHHOro yuwepba (Ponemon

£5,838,781
DIFFEREMCE
I |
0 £5,000,000 $10,000,000

True Cost of Compliance Report, Ponemon Institute LLC, January 2011 ... 8
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Tunbl U CTOMUMOCTb MHUMOEHTOB C b

- Cost of incidents, Cost per
‘ fyRe orincicent last 2 years

Arogue employee stole sensitive company documents

{N=92) $380,701 $362 572
‘:gn[:ijt}\sriedﬁl?g :#;3351 ‘(’ff E? ;IDSt 2 fapiop containing SERILURT $340,571
::t:::.lrggg}auacker compromised a server and siole $313,754 o
< ,:r\]rll?'r;:?dminislrator abused privileges and stole data $312,044 $452 238 >
An outside business partner lost sensitive information $303,268 $115.751

via other means (n=88)

Asupply chain or business parimer abused their
privileges and obtained data they should not have had $289.815 5362269
access to (N=66)

IT operations lost an unen crypted backup tape or drive
{(n=584)

Aterminated employee stole information because they
had notbeen adequately de-provisioned (n=86)

$2TT. 481 $179,020

5265, 759 5160,096

Arogue employee used their privileges to access
sensitive company documents thatthey had no 246,641 82,214
business reason to view/use (Nn=109)

Acustomer sernvice representative inappropriately

accessed customer records (N=87) $195,548 $54,929
An employee losta laptop containing sensitive

information (N=157) B179,341 $26.335
An employee accidentally emailked or posted sensitive e o6

information (N=152)
An employee losta smariphone (n=159) $133,639 $11.826 we 9
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[loTeps AaHHbIX Yepe3 aAMUHUCTPAaTOpa — CaMbIU
NOpOrov TMn nHumaeHTa B Nb

-+ B BUPTyaJIbHOW cpefie HET NMPOaKTUBHbLIX CPpeaACTB
KOHTPOMS AENCTBUN aAMUHNCTPATOPA

-+ 3noBpegHoe O ¢ npaBaMn agMUHUCTPATOpPa MOXET
NONy4nTb KOHTPOJZIb Haa BM B 06xoa rmnepemnsopa

The Value Of Corporate Secrets

How Compliance And Collaboration Affect Enterprise Perceptions Of Risk
March 2010, Forrester

... 10



YTO genatb?

N\

Pa3gennTtb NOJTHOMOYUS
N OTBETCTBEHHOCTb
aAMUHUNCTPATOpPOB

BU n Nb

.11



Sator Arepo Tenet Opera Rotas
|

Jlydwine npakTukmu MHOOoOpMaLMOHHOMN 6e30MacHOCTHU

BESOINACHAA BUPTYAJIM3ALUA

e 12



BupTyanusaumns n 6e30nacHOCTb

e ObyyeHune
e PaspeneHne oTBETCTBEHHOCTMU

e Jlydline npakTuku
e TpeboBaHNA perynsaTopos

TexHonormu

e [lnaTopma
e HanoXXeHHble cpeacTBa

.. 13
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|

|

|

- KnroyeBble npouecchl

|

i

I _ TecToBas O6HoBNEeHUS
| Pa3paboTka u r;mn;%zm%c; cpena: Mo u

|

| BHeADeHune TecTupoBaHue yTBEPXAEHMUS
: AP HENE0 6e3onacHoCTH U3MEHEeHUNn
|

|

|

| KoHTponb

l Bsoa BM B BHELUHUX CeTeBas

| aKcnayaTauuto BUPTYabHbIX 6e3onacHOCTb
| ycTtponcTs (BY)

|

|

| Jlydwne Virtual

| irtualization

i SN RE Security PCI DSS cIs

i PerynsTopos

|

: - 14
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TpaanLUMOHHbIE CPeACTBa 3allMTbl B BUPTYASIbHOM
cpeny He aMEKTUBHDI

-+ Firewall, VPN M.6. HENpMMEHUMbI WJIN CHMXKAaTb
-3 AHTUBUPYChl NPoOM3BOAUTENIbHOCTb Cpeabl
- DLP Hy>kHbl cneumasibHble CpeAcTBa
-+ IDS/IPS

~= [lpyrmne cpencrBa
3alUnThI
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be3onacHOCTb rmnepBmn3opa

-~

[Moka He o6bHapoAOBaAHO HU Cepsep BupTyanusaLym
OAHOro cny4yasa B3JioMa Console
rMNepBU30pPOB NN HapyLleHus
\VI3OJ'IF|L|,VIVI BM

4 CpeacrtBa
ynpasneHus

/BOBMO)KHOCTVI Blue Pill & Red |
Pill noka He goka3sbiBaloT

Hasnyme yrpo3sbl ans
\rmnepswsopos, HO

/
MO>XHO NONMYYUTb AOCTYN K

rMnepBU30py Yepes cpeacTBa
yrnpaB/ieHuns §

o =/
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MaTpuua n 6e30nacHOCTb
BUPTYasibHOU Cpeabl

Red Pill — cnocob obHapyxeHus Blue Pill — 3noBpegHbIn
NPUCYTCTBUS Ha (PU3NYeCcKom rMnepBu3op, He3aMeTHO
XocTe paboTtatloLlen BUpTyanbHOM npespawatown OC B BM un
MaLUUHbI nepexsaTtbiBalOLWLNM ee Tpaduk

17
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O6HapyxuTb blue pill MOXXHO TONbKO MO AerpagaLunm
NpoOn3BOANTENIbHOCTU.
5k cycles (Native Xen) vs. 7k cycles (Bluepilled Xen)

Bluepilled Xen
.- 18
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Apapo (kernel) runepsunsopa VMware

4

N

ESX - caMoe ManeHbKoe A4p0 Ha pbliHKE J
\

-
VMware VMsafe — API Kk aapy rmnepeu3opa: NO3BOJIAET «BUAETb» UAYLLNN
yepe3 Hero Tpadpuk (aHanor ansa Hyper-V oTcyTCTBYET)

L

v

BM 1B:
App App App -« M3
IDS / IPS

O) OS OS * AHTMBMpYC
« MoOHUTOPUHT

LEeTOCTHOCTHU

ESX Server VMsafe APIs .




Cpeacrtsa nNnaTt@opMbl: vShleId Endpoint

AHTUBMPYCHAs 3alUMTa FOCTEBLIX BM e,

VMware
vShield Endpoint

APP APP APP
os os os

VMware vSphere

[lo3BoONngeT
NCMOJIb30BaATb
cneyunanbHYIO

aHTUBMpycHyto BM 6e3
A/B areHTOB B
rocteBbix BM
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OC B KOHCONU ynpaBneHus

/I'Io cnyxam ans vSphere 5 éynet ynpasaHeHa

/,U,J'IFI VI 3 n vSphere 4 (Linux based)

e [logBepxxeHa 06bIYHbIM yrpo3am ansa OC

e /\cnonb3ynte pekoMeHgaummn «VMware Security
Hardening Guide»

e TpyaoeMKkasa pyyHas HacTpouKa aBTOMATU3UNPYETCH C
vGate

... 21



VMware Linux Clients Advisory

-+ TpaUK Mexay kineHtoMm vSphere n vCenter
3aWwmndpoBaH (SSL+cepTnukaThbl)

~# LinuX KJINEHTbI, BbIMOSHAOWME vSphere knneHTa He
NpoOBEPSAOT rOAHOCTb CEPTUPUKATOB

~# Yrpo3a atakm man-in-the-middle

-+ PekoMeHaaunsa VMware He ncnosib3oBaTb Linux
KNMWEeHT ANga ynpaBneHud




®annbl KOHPUrypaumm BM

-+ Yaenanmte otaesibHOe BHMMaHue nx 3awmTe u
noaaep>XaHN LETOCTHOCTHU

-+ VMware .vmx @annbl KOHTPONUPYIOT BCE NapaMeTpsbl
N HACTPOUKMU

~# VMX ¢annbl — 3To NpoCTON pefaKTUPYEMbIN TEKCT
~# 3n10BpeAbl MOTyT UX YMTaTb U MOANDPULINPOBATL
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BupTyanusaumnsa MeHseT CBOUCTBA CETEN

p

CtaHpapTHble M3 cTaHOBATCS
He Be3ﬂe M p NnNMeHNMbI Cepsep BupTyanusaumm CepBep BUPTyanusaLmm

-
p

Yrposa DoS ataku: BM MoxeT
3aHATb BeCb Tpadpuk

.
e MOHUTOPUHTI N OrpaHUYeHmne
pecypcosB

TpyaooeMkada pyyHad
HacTpouka napameTtpos NbB
aBToMaTunlnpyetca c vGate
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CeTeBan 6e3onacHoCTb — npuoputeT N1

Figure 2. Top Areas for Networking Investments in 2010

With regards to specific spending plans for networking, in which of the following areas
will your organization make the most significant investments over the next 12-18
months? (Percent of respondents, N=264, up to three responses accepted)

Network security
Wireless LAN
Voice over IP (VoIP)

WAN optimization / acceleration

Remote meeting solutions (e.g., Web meeting,
telepresence, etc.)
Upgrade core data center network to 10-
Gigabit Ethernet

Unified communications

Application delivery controllers

o 10% 20% 30% 0% SO% (2

Source: Enterprise Strategy Group, 2010.

... 25
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VMware vShield: 6anaHcmpoBka Harpy3ku, M3,
VPN, 30Hbl 6€30nacHOCTH

‘/Load
ool v (v v ] [wm v
VPN = [

[Mpobnema ansa Poccun: HU3KNK
BanaHCMPOBLLNK HArpy3ku YPOBEHb cepTudmkaumm

... 26
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CeteBou Tpaduk ansa vMotion

.
CuHXpoHUu3auma namatn no Cetum X 6e3

LN pOoBaHUS
.
/

Jo/mKHa ncnonb3oBaTbCA 3allMLEeHHada CeTb, HO:
L /

s
Jltobon BBoa/BbiBOA (LAN,RAM, HDD)
\HYBCTBMTeJ'IeH K yrpo3am tuna Man in The Middle

v

er 27
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CAPTCHA [‘kapt[2] (oT auri. « Completely Automated Public Turing test to tell Computers
and Humans Apart» — NOTHOCTBEK aBTOMATH2HPOBAHHEIH Iy OIHYHEIH TecT TEROpHHTA U1
pazTHYHA KOMIBKOTEPOE H THOIeH)

[MPUMEP OBXOZA CAPTCHA B CTWUJIE
MAN IN THE MIDDLE

.. 28
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Koobface

Ntwok? pagatio Comp nts

[MTpnMep CNoXXHOro
coumanbHoOro
3710Bpeaa,
MCNONb3YOLLEero
TeXHUKy MitM

Search Hijack
Server

Rogue DNS Server

- 29



ey

Microsott*

mdoW? P

Join the Conversation Copyright © 1985-2001 l Professional

Already use Twitter on your phone? Finish signup now. Marosoft Corporation

Enter both words below, separated by a space
Full name = enter your first and last na .

Username

Your URL: hitp:/twitter.com/U SERNAME

Passwaord

Time before shutdown: 02:50
Email

[ | want the inside scoop—please send me email updates!

= Get two new
il Hear s set of

Type the words above Help

Create my account

CAPTCHA nepenaetca Ha
3apa)KeHHY MaLUuHYy U
nonb3oBaTenb NpeBpallaeT ee B
TEeKCT

By clicking on "Create my account' above, you confirm that you accept the Terms of Service.

... 30



3allnTa OT atak «Man in the Middle»

Cepsep BupTYyanmsaumm

[lepen BBOAOM B
3KcnayaTauyuio Bce
camonoanucaHHble SSL
cepTnpuKaThbl

HeobxoAMMO 3aMeHUTb
Ha AOBepeHHble
cepTudunkaTbl 3-X

CTOpPOH
[ nepBn3op
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[MnepBu30p 1 cngwune (BbikntoyeHHble) BM

CepBep BupTyanmsaumm

fMNepBM30p MOXET YNTaTb |

N U3MEHATb AaHHble BM,
Koraa oHn He paboTatoT
Y npocHysLerncs BM |

yCTaperwT HAaCTPOUKMU
6e3onacHoCTH

4

... 32



AnnapaTHble cpeacTBa 3alnThbl B

BUPTYasibHOU cpeae

[MoryT He paboTaTb B BC J

e TpaaAMUNOHHbIE CpeacTBa AOBEPEHHOW 3arpy3Ku.

e BO MHOIMMX ciy4Yasix annapaTHOE CpeAcCTBO
HeNnb3s «NpobpoCcnTb» B BUPTYasibHYO MallNHY

... 33
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Mcnonb3ynTte cTaHAapTHbIM 06pa3 BM ¢
MaKCMManbHbIMN HacTpoukamu Ub

(

3a6/TOKMpOBaHHbIN
CTaHAapTHbIN 0bpa3

App
BM no3sonut
n3bexartb ownbokK .
HacTpoukn UbB .@

.
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N3onmnpoBaHHble (Out of Band) cetn ans
yrpaBneHUs BUPTYaSlbHOU MHDPACTPYKTYPOU

~+ Bce ynpassieHne BV 00MXHO OCYLWLEeCTBAATLCA B
n3onimposaHHom OOB ceTu

~* BM M0 yYMONMYaHUIO HE AO/IKHbI UMETb K HEN AOCTYM

-+ BM Moryt nmetb goctyn Kk OOB ceTun Tonbko 4yepes
cpeanctea b (M3, VPN, IPS, ...)

-+ Yicnonb3ynte TexHosiormm NAC vnm VPN ang
KOHTPONSA poneBoro AocTtyna, ayanTta u
LUnppoBaHuUsa Tpapuka B/1U3 CeTU yrnpaB/ieHns
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CermMeHTaLus CUCTEMDI XpaHEHUNA AAdHHbIX

-+ CX/[ runepBu3opa AoJikHa bbiTb otaeneHa ot CX/, K
KoTopoun nmetoT goctyn BM (ocobeHHOo ana NFS)

-+ PazpgeneHne CX[ mexay rmnepsnsopoMm u BM
pa3pyLlaeT KoHUenuu mn3onaumm Tpapuka

-+ OTpennte Tpadpuk CXA (iISCSI, NFS...) oT
npombiwieHHOro (production) Tpaduka

-+ BKIIOUNTE ABYHaANpPaBfEHHYO ayTEHTUMUKALMIO
CHAP anga iSCSI

-+ Mlcnonb3ynte SAN Zoning n LUN Masking
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Jlydwime npaktnkn Ib ana BUpTyasnbHbIX Cpen

-+ PCI DSS 2.0

-+ CIS VMware ESX Server Benchmarks

-+ VMware Security Hardening Best Practices
-+ Hyper-V Security Guide

gf:#éia:?ds Cuunc:; thE CENTER fﬂr mware.
" JINTERNET SECURITY

B kaxxgom gokymeHTe 6ornee 100 cTpaHuL HacTpoeK napaMmeTpoB
besonacHoCcTuU

... 37


http://ru.wikipedia.org/wiki/PCI_DSS
http://cisecurity.org/en-us/?route=downloads.browse.category.benchmarks.servers.virtualization.vmware
http://communities.vmware.com/docs/DOC-12306
http://communities.vmware.com/docs/DOC-12306
http://technet.microsoft.com/en-us/library/dd569113.aspx
http://technet.microsoft.com/en-us/library/dd569113.aspx
http://technet.microsoft.com/en-us/library/dd569113.aspx
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Jlydwine npaktukn b anga BupTyanbHbIX Cpen

-+ B Ka)xgoMm gokyMeHTe 6osiee 100
CTpaHWL, HACTPOEK NapaMeTpoB
6e3onacHoOCTH

April 2010

D Security -
Standards Council

Payment Card Industry (PCI)
Data Securlty Standard

Requirements and Security Assessment Procedures
Version 1.2.1

July 2000

.. 38
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Hypervisor Rootkit Detection

-+ HookSafe (Microsoft n NC State)
-+ Hypersight Rootkit Detector
~# Intel Trusted Boot
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[IpMeHeHne Ny4yLlinx NPaKTUK

PyuyHas HacTponka VMware nnun Hyper-V

*NJInN

aBToMaTu3aumnga c vGate for VMware: nocraBngeTca ¢ wabsoHaMu
HACTPOMKWM A1 COOTBETCTBUS NyYLWIUM nNpakTukam NbB

S
Cambiit 6bICTPBIV CNOCO6 NPOBEPUTE HACTPONKU
6e30MacHOCTU BalLUMX BUPTYanbHbIX MHPPACTPYKTYP

vGate Compliance Checker

Kak y3HaThb

I'I pa B "n b H OCTb v ‘ ‘ Ckaqatb DecrnnatHo U NpoBEPUTHL

MOMUX HacTpoek?

Hyper-V Best Practices Analyzer for
Windows Server 2008 R2 e 40



http://www.microsoft.com/downloads/en/details.aspx?FamilyId=89d80c15-0082-4fef-a4fc-fefa463bed08&displaylang=en
http://www.microsoft.com/downloads/en/details.aspx?FamilyId=89d80c15-0082-4fef-a4fc-fefa463bed08&displaylang=en
http://www.microsoft.com/downloads/en/details.aspx?FamilyId=89d80c15-0082-4fef-a4fc-fefa463bed08&displaylang=en
http://www.microsoft.com/downloads/en/details.aspx?FamilyId=89d80c15-0082-4fef-a4fc-fefa463bed08&displaylang=en
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be3onacHocTb anga VMware

YnpaeneHune VMware vCenter Server « EMC lonix for Virtualization
KOHoMrypaumnamm, VMware vSphere Host Profiles * NetlQ Secure Configuration Manager
MOHUTOpPUHT, ayaut  VMware vCenter ConfigControl » Tripwire Enterprise for VMware

(future) « vGate for VMware (Koa besonacHocTn)
YnpaeneHue VMware vCenter Orchestrator
npoueccamm VMware vCenter Lifecycle

Manager
O6HoBneHne VMware Update Manager « Shavlik NetChk Protect
BbIKNOYeHHbIX BM
BesonacHocTb VMware vShield Zones « Cisco
BUpTyanbHbiX ceten  vVNetwork Distributed Switch * Checkpoint

* Reflex

* Trend Micro
« vGate for VMware (Koa besonacHoctn)
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HekoTopble pelwleHnsa angd VMware
FEATURESSUMMARY

Product,Version URL, Price Agents VM versions Functions Notable Features
BeyondTrust Beyondtrust.com Yes ESX/ESXi all v3. Compliance, Root ESX password
PowerBrokerv6.2 $1.600/server and v4,; Citrix Xen;  access control protection

] Solaris and IBM
Catbird Catbird.com Yes ESX/ESXi all v3.5 Compliance, Deep inspection rules
vSecurity 3.5 $1,995/per socket and v4.; Citrix Xen Firewall/IDS
HyTrust Hytrust.com No ESX/ESXi all Access control, Root ESX password
Appliance v2.1.2 $1,000/host v3.5and v4. compliance protection
Reflex Systems Reflexsystems.com  Yes ESX only, all Access, Compliance, Topo map, network
v2.9 $1,800/per socket v3.5 and v4. Firewall/IDS zones, change tracking
Trend Micro Deep Trendmicro.com Either ESX/ESXi all v3.5 Anti-virus , Firewall/  Deep inspection
Security v7.5 $1,100/VM and v4; and VMsafe  IDS, Compliance rules, reports

http://www.networkworld.com/reviews/2011/030711-virtualization-security-test.html . 42



be3onacHocTb Microsoft Hyper-V R2

-+ BxoanTt B Windows -+ OQHaA BblAB/N€HHas
2008 Server OS YSA3BUMOCTb 3a 2 roaa
MOHUTOPUHra Tpaduka - [logaep>XmBaeT 3aWmT
B rmnepseunsope OT NOAMEHbI (cnychHrg

~* HeT API Ans CTOPOHHMX MAC azpecos B

cpeacts MB (M3, IPS...)  BUpTya/lbHOM

sk B rmneme3ope HeT ' KOMMYTaTOpe
MEeTOZ0B AJ14 =¥ HaaeXHast TEXHONO0rus
onpeaeneHns rootkits O6HOB/IEH WA

-+ Hyper-V _security Guide



http://technet.microsoft.com/en-us/library/dd569113.aspx
http://technet.microsoft.com/en-us/library/dd569113.aspx
http://technet.microsoft.com/en-us/library/dd569113.aspx
http://technet.microsoft.com/en-us/library/dd569113.aspx
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5nine Virtual Firewall
MHCTpYMEHTD! NINE S e

HC[, koHTponk / KoHTponb HacTpoek UB,

ponen 1 HacTpoek P e LEenoCTHOCTU 1 NpaB

,,«f poctyna gna VMware

e

|

|

|

i ‘,-x-“’ -

| P ‘

| ,

| 4

: Ny . ) TREND

| vmware® |

| / KoHTponb VB
' VMware vShield: \ Tpaduka ans
i Firewall, Cpencrtsa VB B - VMware, TpebyeT
| 30HbI cocTaBe nnatgopmbl ' vShield
 GesonacHocTu BipTyarmsaln

. BanaHcupoBka 1\

| g j . Kopn besomacHocTu
| Harpysku, API 3awuTta cpeabl / T ee—

| rynepBu3opa ot 4

|

|

|

|

|

|

|

|

|

|



http://www.5nine.com/hyper-v-virtual-firewall2.aspx
http://www.5nine.com/hyper-v-virtual-firewall2.aspx
http://www.5nine.com/hyper-v-virtual-firewall2.aspx
http://www.5nine.com/hyper-v-virtual-firewall2.aspx
http://www.5nine.com/hyper-v-virtual-firewall2.aspx
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BbiBOA:

[Moka Me CyWwecTsyeT ofHoro

nosHoro Ub pelwexus ons B

... 45
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VMware vShield — 6a3oBble BO3MOXXHOCTU B

AcHoe ‘l e CeTeBOW agMUHUCTPATOP
pasaeneHue

OTBETCTBEH- AAaMuHUcTpaTop UB Monuntukn
HOCTM

e AoMuHucTpaTtop BU

vShield Manager + vCenter
oo | ol (oo o] e - -« o] e o]

vShield
VMware vSphere
e 4

. 46




Trend Micro Deep Security for VMware

Virtual
Appliance VM \V4\Y,| =

B = et il

vSwitch

e CneuuanbHas rocteBas BMpTyasibHas MallMHa Ha rMnepeusope
e 3awmuwaet Bce VM cHapyxu, 6e3 nsmeHeHns VM
e FW, IDS/IPS n aHTMBMpPYCHOE CKaHMPOBaHME Ha YPOBHE rmnepeunsopa

. 47
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|

Be3onacHOCTb BUPTYanbHOW MHPPACTPYKTYpPbl B 0b6s1akax

OBJ1AKA N BE3OINACHOCTb

... 48
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BnnaHune supTtyanmsaumm Ha b LO/

‘VMHVMHVMHVM’ ‘VMJ IVM! \,VMJ
J | [

,
AGCTpaKkumsa 1 KoHconuaaums CnunsHne KOMMyTaToOpOB U CepBepoOB
* 1 AkoHoMuA CapEx n OpEXx 1 F'MbKoCTb
* | HoBbIn cnowm * 1 JKOHOMMSA 3aTpaT
MHPACTPYKTYpPbI « | Mpo3pa4yHOCTL ceTeBOro
* | Pucku atak n olumbok Tpaduka
KOHpurypaumm * | Mo ymon4yaHuio HeT

pa3aesieHnss otBeTCTBEHHOCTU



BnMﬂHme BUpTyanusauun Ha b LI,OLI,

bbicTpee BHeagpeHue Mo6unsHocTs BM UHkancynsauua BM

* 1 Peakuusa ANT * 1 PocT KauecTBa * 1 Mpowe BHeapeHue
* | Taxenee obcnyxuBaHus M ynpasJrieHune
fnaHnposarb - | ID He npuBsai3aHa K - 1 He 3aBucwuT ot

* | TAXeno oueHnTb ACMONOXKEHUIOo obopyaoBaHus
TeKyliee COCTOsIHMe P ey

« | Mnoxo onucaHHble * | YcTapeBaHue

npouecchbl HacTpoekK
* | OWMOKM HACTPONKM BbIKNHOYeHHbIX BM

* | Bbiwe puck Kpaxu!




Cloud Model

Find the Gaps!

53 Security Control Model

‘ J
Applications . SDLC, Binary Analysis, Scanners, -
( Applications WebApp Firewalls, Transactional Sec. comphance MOdel
- . :
Data. Metadata Contat q
l l l : . DLP, CMF, Database Activity
..................................... ( Information Monitoring, Encryption
= —_—— P GRC, IAM, VA/VM, Patch Management, [ Code Review
| — om0 Management Configuration Management, Monitoring g WAF
x ) y & 4 [ Encryption
. APis. - [ Unique User IDs
3 o @ Anti-Virus
Ll . g Monitoring/IDS/IPS
B | Care Co & Dol aiclo ! ; Iis, DPI, 5 B Patch/Vulnerability Management
el [ g 9:% : g : ( Network ) gloDsS/grl‘l;Ssel;I:regAaul‘shDPl AmbEted [ Paysical Access Control
2ia e ;2&: 3. ? s [ Two-Factor Authentication...
. s 2.
E i E 3 ¥
L pesctn 1 =ial e ( Trusted COmputlng) Hardware & Software RoT & APl’s
L S— graida
e g ‘8. 5 ! Host-based Firewalls, HIDS/HIPS,
: Hardware iz s (ccmputeasuwage Integrity & File/log Management,
-SRI Encryption, Masking
Faciities : C Physical ) Physical Plant Security, CCTV, Guards
: . m E

.....................................

N R AR RS SRR IS : http://www.cloudsecurityalliance.oka/



http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/
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KoHconnpaums = LeHTpanu3aums puCckoB

« «B obsiayHou cpene HauMeHbLUNA o06LnI
3HameHartesib be3ornacHocTn byaer
paszesieH co BCceMu apeHAaropamu
BuptyasbHoro LO/.»

http://www.cloudsecurityalliance.org/csaquide.pdf

... 52


http://www.cloudsecurityalliance.org/csaguide.pdf

KntoyeBble yrpo3bl B obnake v1.0

~# Yrpo3a #3: BpeAOHOCHble nHCanaepbl
~# Yrpo3a #5: yTeukn n notepun AaHHbIX
~# Yrposa #6: B3/IOM YUYETHbIX 3aNncen n cepBncos

Top Threats to Cloud Computing

.. 53


http://www.cloudsecurityalliance.org/topthreats/csathreats.v1.0.pdf
http://www.cloudsecurityalliance.org/topthreats/csathreats.v1.0.pdf

Hardware Root of Trust

~+ CoBMecCcTHoe npeanpuatue Intel, RSA, RSA Archer
Tech n VMware

-+ [IpoBepka 6e3onacHocTn B oT umnos A0
rMNepBnU30opoB
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~# Trusted Execution Technology (TXT) - Intel TXT gnsa
3alUTbl OT aTak Ha runepsnsopbl, BIOS n gpyroun
firmware

= Paspewaet murpayuto BM Tonbko Ha AOoBepeHHbIe
XOCTbl

= [1pn ncnonb3oBaHUM coBMecTHO C Intel® Virtualization
Technology (VT), AaeT BO3MOXHOCTb CTPOUTb Lienu
NoBepeHHbIX OTHowweHnn B BU




Trusted Platform Module (TPM)

-+ JJ1IeMeHT 06opyAoBaHMA B OCHOBE Lienu AoBepus
AN NPOBEPKWN 3arpy3Ku

~+ [pOoBEepPSAET LEeNOCTHOCTb A4pa runepsm3opa u
3arpy>kaembiX MOAYJIEN NMPU CTapTe C AUCKA WUIN U3
NaMaTH




COOTBETCTBUE TPEBOBAHUAM
PEI'YJIATOPOB

... 57



' PerynnpoBaHue v BUpTYanmMsaums

-+ PCI DSS
-+ 15203
-+ UB P®: CTO BP NBEBC

... 58


http://ru.wikipedia.org/wiki/PCI_DSS
http://www.rg.ru/2006/07/29/personaljnye-dannye-dok.html
http://www.abiss.ru/doc/
http://www.abiss.ru/doc/
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Kateropum NAH n knaccol WCIMOH
- B 3aBucumocTy ot o6beMa oaHoBpeMeHHO o6pabaTbiaemMbix MAH

3 2 1
MeHee 4yeMm 1000 cybbektoB  oT 1000 no 100 000 6onee yem 100 000
NAH van MOH cybbeKToB cybbekToB MNAH nnun cybvekToB MAH nnun
MAH B Nnpeaenax NAH cybwvektos MNAH NnAH cy6bvektos MNAH B
KOHKPETHOM OpraHusaumu npepenax cybbekta PO
mnn PO B uenom
06e3nmquHble n (nnn)
o6u4e.qocwn|-|b|e nAax K4 K4 K4

MAH, no3sonswowme
- naeHTudnunposaTb cybbvekTa MNMAH K3 K3 K2
MAH, no3songawowmne
naeHTndunumnposatb cybbekTa MNMAH u
NONYYUTb O HEM AOMOSIHUTESbHYHO
MHMOopMaLUnIO, 38 UCKITOYEHNEM K3 Kz Kl
nepcoHanbHbIX AAHHbIX,
OTHOCSALWWMXCA K KaTeropun 1
MAH, Kacatowmecs pacoson,
HauUMOHANIbHOW NMPUHAANEXHOCTH,
NONINTUYECKUX B3rNS40B,
pPeMrno3HbIX U PUNocopCKmx Kl Kl Kl
ybexxaeHun, CoCTosiHMS 340pOBbS,
WHTUMHOM XXU3HU
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TpeboBaHus K HAaNNM4nio

cepTudunumpoBaHHbIX noacucrtem B C3I1/H
YnpaBneHue MeXxceTeBoe Perncrtpauusa v
AOCTYyMNOM SKpaHuUpoBaHue yJyeT
O6ecneyeHune AHTMBUPYCHaA O6Hapy>xeHune
LLeNIOCTHOCTU 3aWmnTa BTOPXEHUI

AHanuns3a

3alUMEHHOCTHU

i LLindppoBaHune




15203 n VMware — kak 6bITb ¢ H?
OTtBeTcTBeHHOCTb ¢ 1 nonga 2011 r.

-+ VVMware vSphere 4.1 B -+ vSphere 4.x + vGate
cocCTaBe. » Ceptudpukat ®CTIK ans
= ESX 4.0 Update 1 n VMware ncnonelosaHus B UCIAH Ao
vCenter Server 4.0 Update 1 K1 BKAOYNTENBHO

-+ CepTudunkat ®CTIK ans
ncnonblosaHunsa B NCINAH oo
K2 BKJIIOUYUTENBHO
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CepTudunkatbl vGate for VMware Infrastructure

9

vGate 2

vGate 1.0 n 2 (B npouecce)

S

@ N @ Y
OCToK CBT 5 HIOB 4 OCTaIK HAOB 2
o 1N AC go 1 BKAKOYNTESIbHO o nna AC go 1b BKJIHOYUTENBHO
e NCIMAOH oo K1 BKAKOYUTENIBHO e NCIMAH no K1 BKAOYUTENBHO
A 4 A 4

e 62



TexHonornn b vGate gonga BC VMware

&
WndposaHme
M 3awwumTa
HacTtpovikn VB OaHHbIX
rmnepeusopa 3awwTa ot WHTerpaums
ANA 3aWmnThl OT nosib3oBa- cpeacts BU ¢
HCO Tenem u SNMP nnu
aaAMUHU- WMI yBeno-
KoHTposb cTpaTopoB 3awuTa oT MIEHNAMM
LEeNoCTHOCTH aTak Ha
dannbl BM un
ceTeBoro
Tpaduka

Be3onacHocCTb
VS.
Mponssoaun-
TEeNbHOCTb

™, VMW




152®3 n Hyper-V— kak 6biTb ¢ MAH?

-+ OnepaunoHHasa cucrtema -+ Anga K1 HeobxoanMel
Microsoft Windows Server HaNoXXeHHble CpeacTBa
2008 R2 B pepakuunsax = Hanpumep, oT Koa BesonacHocTu
Standard, Enterprise un
Datacenter

= no 5 knaccy CBT
o 11

e NCIAH po 2 knacca
BKHOUUTESIbHO

http://www.fstec.ru/_doc/reestr_sszi/_reestr_sszi.xls
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CepTudunumpoBaHHble HANOXKEHHbIE CPeaCTBa 3almTbl OT «Koa
be3onacHocTu» ang ucronb3oBaHus Windows Server B UCIMAH K1

-+ TrustAccess: -+ Cobonb (AQ):
« MexceTeBoi 3KpaH + Obecneuenne
« Perncrtpauma v yyet ”eJ?OCTHOCTf" _
NaH ~# Security Studio Endpoint
Protection

* YnpaBneHune A0CTYyNnoMm

~+ SecretNet (M10):
« MaHaaTHbIM A0CTYN

» Obecneuenne nun 6aHan: Trust Access +
LUeJTOCTHOCTU

* AHTUBUpPYC
« Ob6HapyXeHune BTOpXEHUN

Security Studio Suite
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PCI-DSS: wTpadbl ile $500,000

Fa Small B =  Merchants Mid-Size & Large Companiss
VISA [ search
Hew Acceptance Operations & Procedures Risk Management Marketing Center Payment Technologies Merchant Resources
Fraud Control Basics Online Safety Cardholder Information Secuwri am Verified by Visa Zeroc Liability Third Party Agent Program

IF COMPROMISED

If Compromised

Owerview

IMerchants Taking immediate action

Service Providess Kerchants and service providers that have experienced a suspected or confirmed security
Payment Applications breach must take immediate action to help prevent additional damage and adhere to Visa CISP
FIN Security requirements.

- If Compromised

Loss or theft of account information
Members, service prowviders or merchants must immediately report the suspected or confirmed

Alerts, Bulletins & loss or theft of any material or records that contain Wisa cardholder data.
Webinars

Training

Tools and FAD IT a member knows or suspects a security breach with a merchant or service provider, the
member must take immediate action to inwestigate the incident and limit the exposure of
cardholder data.

Top Downloads

What to Do If
Compromised PODF | 821
KB

Key Dates

If a Wiza member fails to immediatehy notify Visa Inc. Fraud Control of the suspected or

confirmed loss or theft of any Visa transaction information, the member will be subject to a Responding to a Data

penaltty of 100,000 per incident. Breach FOF | 253k
Members are subject to fines, up to $500,000 per incident, for any merchant or service Lualified Incident
prowider that is compromi=zed and not compliant at the time of the incident. %lﬁw

. View all data security
On this page downloads

+ Steps for compromized entities
+ “Wisa incident response team
e ... 66

+ For more information
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CooTtBeTcTBUe TpedbosaHuam PCI DSS 2.0

vSphere Hyper-V
-+ B pyYHYIO -+ B pyYHYIO
-+ vGate for VMware

e 67



PCI DSS 2.0: TpeboBaHusa K BUPTYyanbHOW cpeae

BM paccMmaTpuBaeTcs Kak PuU3nyeckmnimn cepeep

OaHa knw4yeBas yHKUMs Ha BM

3anpeLleHo AaBaTb COTPYAHUKAM AOCTYM K rMNepBmM3opy

MWHMUMaNbHO HEOBXOAMMbBIN YPOBEHb MNpaB A0OCTyna
eHanpumep agMUHUCTpaTop BM He MoOXeT HazHaunTb en gpyrom vSwitch

|

[Pa3,u,eneHme dYyHKUMN N ceTen C pa3HbIMU YPOBHSAAMN 6€30MNacHOCTU \

eHa vSwitch Henb3a ncnonb3osatb VLANs ¢ 802.1Q, ecnn y HUX pa3Hble QYyHKLNU
nnn yposHun 6esonacHoctn (n. 2.2.1). JobasbTe vSwitch anga nsonsaumm Tpaduka

[He}'leFl coBMELWATb TECTOBbIE N NMPON3BOACTBEHHbIE CPEADI

68



vGate n PCI DSS

vGate nocraBngdercsa c
lWabnoHaMn HACTPOUKM
VMware and
cooTBeTCcTBUA PCI DSS

y

... 69



FROM EXECUTIVE PRODUCER JAMES CAMERON.
crearon of TITANIC 1o AVATAR

SANBTUM

THE ONLY WAY OUT IS DOWN

SANCTUMMOVIE.COM FEBRUARY 2011
I¥ reaL 5))30 ANS IMAX 3D

WAWW. Sanctummovie.com

B 6e30nacHOCTU He 6biBaeT Mesnioyeun


http://www.sanctummovie.com/

[lononHnTenbHasa nMHPopMaLms

-+ [MogpobHee o0 vGate:
= http://www.securitycode.ru/products/sn vmware/

-+ v@Gate Compliance Checker for VMware (free)
= http://www.securitycode.ru/products/sn vmware/vgtate checker/

Hyper-V Security Guide
= http://bit.ly/dsrnXc

Security Best Practices for Hyper-V and Server Virtualization
= http://bit.ly/hg6chE

Virtualization Security Overview by Cisco

» http://isaca-ut.org/documents/speakers/2010/Virtualization
Security Overview.pptx

e

e

e

71


http://www.securitycode.ru/products/sn_vmware/
http://www.securitycode.ru/products/sn_vmware/vgtate_checker/
http://www.securitycode.ru/products/sn_vmware/vgtate_checker/
http://bit.ly/dsrnXc
http://bit.ly/dsrnXc
http://bit.ly/hq6chE
http://bit.ly/hq6chE
http://isaca-ut.org/documents/speakers/2010/Virtualization Security Overview.pptx
http://isaca-ut.org/documents/speakers/2010/Virtualization Security Overview.pptx
http://isaca-ut.org/documents/speakers/2010/Virtualization Security Overview.pptx
http://isaca-ut.org/documents/speakers/2010/Virtualization Security Overview.pptx
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NMepcoHanbHble AaHHbIE B BUPTYaJ/IbHOMU
MHPpPACTPYKTYpe

PeweHne

Cutyauus [TocneacTBuS

ana NCMAH K1
Heob6xo0aAMMO
MCNonb30oBaTb
cepTudunUMpoBaHHbIe
OCT2K cpenctea,
Bkntovas HAB

BupTtyanunsauund
HeceT HOBble PUCKU
N6

vSphere u HyperV B
Poccuun He moryT
MCMosb30BaTbCH B

NCnaun K1

B BupTyanbHoOM cpeae
MOX>XHO YKpacCTb BeCb
busHec

BknounTtb
cneunanucrtos Vb B
MpoeKThI
BUPTYyanmsauuu

Mcnonb3oBaTb
HaNOXEHHble
cpenctea Vb
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CrnACnbO 3A BHNWMAHMUE!
BOMNPOChHI?




